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Ensure the reliability of AI models with software engineering methods

The use of AI to support software and system security



Ensure the reliability of AI models with software engineering methods

AI models are employed in security-sensitive
scenarios, but they can make mistake…

- Metamorphic Testing for Object Detection Systems – ASE 2020
- Metamorphic Testing for The fairness of Sentiment Analysis Models – IJCAI 2020
- Metamorphic Testing for VQA Models – CVPR 2021*
- Metamorphic Testing for Text-to-SQL Models – ACL 2021*
- Fuzz Testing for Federated Learning Systems – CCS 2021*
- Binary code analysis to exploit/protect compiled DNN models *Paper currently under review



Metamorphic Testing for Object Detection Systems – ASE 2020

The object detection results over should not change, by inserting an 
extract object.
• Suppose no overlapping with existing objects.

Still can detect two 
original objects?

We find tens of thousands of object detection errors in popular (commercial) object detection services. 

???

If not, then that’s a bug!



Preserving privacy with VFL
But the joint prediction can be dominated by adversarial clients!

Fuzz Testing for Federated Learning Systems – CCS 2021



The use of AI to support software and system security

- Reinforcement Learning for Software Protection – TDSC 2020
- Generative Models to Exploit Software Systems – ICLR 2021
- Generative Models to Exploit/Protect Software Systems – USENIX Security 2021*
- Adversarial Examples to Exploit Malware Analysis Tools – TIFS 2021*
- Representation Learning + Program Analysis for Software Security Analysis – PLDI 2021*
- Correlation Analysis/Dimension Reduction for More Efficient Software Protection – OSDI 2021*
- Reinforcement Learning for More Efficient Software Protection
- Reinforcement Learning for Software Fuzz Testing *Paper currently under review

Modern software systems are bloating, but conventional
testing/analysis methods are not so scalable or flexible…



Real-World Impact

*Technical details cannot be disclosed due to NDA

Enhance Huawei Ark Compiler
by hardening compiled software*

wearable
device

Enhance Huawei LiteOS
by optimizing the security module*

Technically, ALL software in the Huawei ecosystem will be secured by research products of my group.


