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Linear Codes From Perfect Nonlinear Mappings and
Their Secret Sharing Schemes

Claude Carlet, Cunsheng Ding, Senior Member, IEEE, and Jin Yuan

Abstract—In this paper, error-correcting codes from perfect
nonlinear mappings are constructed, and then employed to con-
struct secret sharing schemes. The error-correcting codes obtained
in this paper are very good in general, and many of them are op-
timal or almost optimal. The secret sharing schemes obtained in
this paper have two types of access structures. The first type is
democratic in the sense that every participant is involved in the
same number of minimal-access sets. In the second type of access
structures, there are a few dictators who are in every minimal
access set, while each of the remaining participants is in the same
number of minimal-access sets.

Index Terms—Cryptography, linear codes, perfect nonlinear
functions, planar functions, secret sharing schemes.

1. INTRODUCTION

ECRET sharing schemes were introduced by Blakley

[2] and Shamir [22] in 1979. Since then, a number of
constructions have been proposed. The relationship between
Shamir’s secret sharing scheme and the Reed—Solomon codes
was pointed out by McEliece and Sarwate in 1981 [19]. Massey
described another construction of secret sharing schemes using
error-correcting codes in 1993 [17], [18]. Later, several authors
have considered the construction of secret sharing schemes
using linear error correcting codes [1], [11], [12], [20], [21],
[23]. In principle, every linear code gives a secret sharing
scheme. However, the following problems are essential.

1. How do we determine the access structure of the secret
sharing scheme based on a linear code?

2. How do we construct the underlying linear code so that
the corresponding secret sharing scheme has a prescribed
access structure, while minimizing the information rate?

Attacking the first problem is more or less equivalent to de-
termining the set of all minimal codewords of the underlying
linear code, which is called the covering problem of the linear
code. This is a very hard problem for general linear codes, and
has been solved only for a few classes of special linear codes.
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The second problem depends on solutions to the first problem,
and is also a very hard problem in general. So far, no general
solution is known. Intuitively, only well structured linear codes
give secret sharing schemes with nice access structures. Thus,
constructing linear codes with certain properties is one inter-
esting direction in the study of secret sharing schemes.

Highly nonlinear functions are useful in constructing stream
ciphers, block ciphers, hash functions, and authentication codes.
In this paper, we use perfect nonlinear functions to construct
several classes of linear codes and develop tight lower bounds on
the minimum distance of the codes. We determine the minimum
distance of their dual codes, and analyze the access structures
of the secret sharing schemes based on the dual codes. We show
that the secret sharing schemes have nice access structures. The
error-correcting codes constructed in this paper are very good
in general, and many of them are optimal or almost optimal.

II. PERFECT NONLINEAR FUNCTIONS AND THEIR PROPERTIES

Let f be a function from an Abelian group (A, +) of order n
to another Abelian group (B, +) of order m. f is linear if and
only if f(z +y) = f(z) + f(y) forall z,y € A. A function
g is affine if and only if ¢ = f + b, where f is linear and b is
a constant. Clearly, the zero function is linear. If f is a nonzero
linear function from A to B,let H = {z € A | f(x) = 0}.
Then H is a subgroup of A, f(A) is a subgroup of B, and,
denoting by | S| the size of a set S, |f(A)| x |H| = n. In the
case that n is odd and m is a power of 2, the only linear function
from A to B is the zero function, since if f # 0, then |f(A)]| is
even, a contradiction with the fact that n is odd; thus, all affine
functions are constant functions.

The (Hamming) distance between two functions f and g from
A to B, denoted by d(f, g), is defined to be

d(f,9) = {z € Alf(x) — g(x) # O}].

One way of measuring the nonlinearity of a function f from
(A, +) to (B, +) is to use the minimum distance between f and
all affine functions from (A, +) to (B, +). With this approach
the nonlinearity of f is defined to be

Ny = mind(f,) ()

where L denotes the set of all affine functions from (A, +) to
(B, +). This measure of nonlinearity is related to linear crypt-
analysis, but it is not useful in some general cases. For example,
as pointed out earlier, in the case |A| is odd and | B| is a power
of 2, this measure makes little sense as there are no nonconstant
affine functions from (A4, +) to (B, +).
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A robust measure of the nonlinearity of functions is related
to differential cryptanalysis and uses the derivatives D, f(z) =

f(z 4+ a) — f(z). It may be defined by
|[Daf~1(0)]
Pr= o vy —ar @

The smaller the value of P, the higher the corresponding non-
linearity of f (if f is linear, then Py = 1). In some cases, it is
possible to find the exact relation between the two measures on
nonlinearity.

It is easily seen that

Py > 3)

E
This lower bound can be considered as an upper bound for the
nonlinearity of f. For applications in coding theory and cryp-
tography, we wish to find functions with the smallest possible
Py. Atunction f : A — B has perfect nonlinearity if Py = ﬁ

The following lemma and theorem about perfect nonlinear
functions were proved in [6].

Lemma 1: [6] Let (A, +) and (B, +) be Abelian groups of
orders n and m, respectively, where m divides n. If f is a perfect
nonlinear mapping from A to B, then for any nonzero b € B

E . kz n?4+(m—1)n
S eep koo = "0 @

z€B kz =n

where k, = |[{x € A: f(z) = z}| foreach z € B.

Theorem 2: [6] Let (A, +) and (B, +) be Abelian groups of
orders n and m, respectively, where n is a multiple of m. If f is
a function from A to B with perfect nonlinearity Py = % , then
forany b € B

—1 —1
\/ <kb<—+\/
where k.,

= [{z € A|f(x)
P B L

If B has exponent 2, i.e., 2b = 0 for any b € B, then for any
beB

= z}|. Furthermore

-1 -1
n_omolog e on mol o
m m m m
where k. = |{z € A|f(x) = z}|. Furthermore
-1 -1 -1 -1
(m—1n m \/ESNfS(m )n+m Vi
m m m m

The bounds of Theorem 2 are tight only when B has exponent
2. For the case that the exponent of B is not 2, we can improve
the bounds as follows.

Theorem 3: Let (A, +) and (B, +) be Abelian groups of or-
ders n and m, respectively, where n is a multiple of m. If f is
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a function from A to B with perfect nonlinearity Py = % , then

forany b € B
n

-1 -1
__m_\/ﬁgkbgﬁ_i_m_\/ﬁ
m m m

m

where k, = |{z € A|f(z) = z}|. Furthermore

by <Ny < (n g vm)

m
Proof: Let by,bs, ..., b, denote the elements of B. We

now prove the bounds for k;_ . The bounds for other £, can be
similarly proved.
First of all, note that

>

i#5,1<i, j<m—1
m—1

=2(m—2) Y ki —
=1

Then we have

0< (ky, — ky,;)?

ko, ko,

>

1#5,1<, j<m—1

m—1
(m=2)Y k> > ks, ©)
i=1 i#£5,1<4, j<m—1

where the equality holds if and only if all k;, are equal.
Combining the first and third equations in (4), we have

2

which can be reformulated as

m—1 m—1
i=1 j=1 i#§,1<i, j<m—1
n®+ (m—1)n
B m

Combining this equation and (5) yields

m—1 m—1 m—1
ZZkli +n2—2n2kbj + (m — 2) Zki
i=1 j=1 i=1

n? + (m
m

S —1)n

This inequality and the first and third equations of (4) together
give

2 -1
m <w — kg,,) +0? —2n(n — ky,,)
m

n?+ (m—1)n

m

2
which can be easily written as
n\ 2 m —1)?
(1, - 1) < =1,
m m

This proves the lower and upper bounds on k;, . As mentioned
before, the bounds are proved similarly for other &y, .
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The bounds on IV follow from those on k3 and the fact that
the sum of a function with perfect nonlinearity and any affine
function gives another function with perfect nonlinearity.

It will be seen later that the bounds of Theorem 3 can be
achieved, and are the basis of the main results of this paper.

III. THE CONSTRUCTIONS OF LINEAR CODES

Let II(x) be any perfect nonlinear mapping from GF (p™)
to itself. This implies that p is an odd prime. For any a,b €
GF (p™), define

fap(®) = Trpm jp (all(z) + bx)

where h is a positive divisor of m.

An [n, k, d; g] linear code C is a linear subspace of GF (¢)"
with dimension k& and minimum nonzero Hamming weight d.
We now define a linear code over GF (p") as

Cn = {ca,b = (fa,b(’yl); ) fa,b(’}/pmfl)”aa b€ GF (pm)}
(6)

where 71, ..., vpm —1 are all the nonzero elements of GF (p™).

For any a,b, ¢ € GF (p™), define
ga,b,c(w) = TI'pm/ph(aH(x) + bx + C).

We define another linear code over GF (p") as

Cn = {€apecla,b,c € GF(p™)} @)
where
Cab,c = (ga,,b,c(’y()% s -,ga,b,c(’)/pm—l))
and 7o, - . ., Ypm —1 are all the elements of GF(p™).

The code Cy is closely related to Cr. We shall use Cpy to
construct secret sharing schemes in the sequel. Before doing
this, we prove some properties of these codes.

Theorem 4: If II has perfect nonlinearity and I1(0) = 0, the
code Cry of (6) has parameters [p™ — 1,2m/h, d; p"] with

(pm —p’”/z) -

Furthermore, for every nonzero weight w in Cyy, we have

1
e
p

h
(0 =) <w < B ().
p p

Proof: fou(z) is a linear function. Hence, the Hamming
weight of ¢g 5 is p™ — p™ =" if b # 0.

If a # 0, then f, ;(z) is perfect nonlinear. This is because a
perfect nonlinear function plus a linear function yields another
perfect nonlinear function. Since I1(0) = 0, by Theorem 3 the
number of times 0 occurs in ¢, p is at most

h
-1
pm—h, + p ph pm/2 -1

and at least
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Hence the Hamming weight of ¢, ; satisfies

h
-1
HW(Ca,b) >pm _ pm—h p - m/2
p
ph -1 m/2

This proves all the bounds.

Since II(x) has perfect nonlinearity, II(z) # uz for all u €
GF (p™). Thus, ¢, ; is the zero codeword if and only if (a, b) =
(0,0). Hence, Cry has exactly p?™ distinct codewords. Since Cry
is obviously linear, its dimension is 2m/h.

The lower bound on the minimum distance d of the code Cpg
is very tight. Later we shall see that it can be met in many cases.
On the other hand, numerical data shows that the codes C are
among the best codes known in many cases.

Similarly, we can prove the following.

Theorem 5: Tf 11 has perfect nonlinearity, the code Cry of (7)
has parameters [p™, 1 + 2m/h, d; p"] with

h
p -1 m m
d>— (p - /2)-
p

Furthermore, for every nonzero weight w in Cr1, we have

h_1
- (pm pm/2) )
P

h
-1
pph (pm - pm?) <w<?

The code Cr; may give optimal and almost optimal codes.
For example, when (p,m,h) = (3,2,1), it is a [9,5,4; 3]
code which is optimal [3]. When (p,m,h) = (3,3,1),
it is a [27,7,15;3] code which is optimal [3]. When
(p,m,h) = (3,4,1), it is an [81,9,d > 48;3] code which is
either optimal or almost optimal because the minimum distance
of any ternary code with length 81 and dimension 9 is at most
49 [3]. When (p,m,h) = (5,2,1), itis a [25,5,d > 16;5]
code which is either optimal or almost optimal because the
minimum distance of any code over GF(5) with length 25 and
dimension 5 is at most 17 [3].

The dual code Cj; has length p™ — 1 and dimension p™ — 1 —
2m/h. For our applications, we are interested in the minimum
distance of the dual code Ci- . We have the following conclusion.

Theorem 6: Let m > 1, and let d' denote the minimum
distance of the dual code Cj of the code Cr described in
Theorem 4. Then 2 < d+ < 4. In addition, d* = 2 if and only
if there are

x € GF(p™)* and ¢ € GF(p")\ {0,1}

such that II(cz) = cll(z).
Furthermore, in the special case that p = 3 and h = 1, if
1. TI(z) = TI(—x) for all z € GF(p™) and
2. II(z) = O0ifand only if z = 0
then dt = 4.
Proof: Clearly, dt > 2. We now prove that dt < 4,
which is true for any linear code over GF(p") with the same
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length and dimension as Cr;. Suppose that - > 5. Note that
p > 3 and m > 1. We would then have

- p" =1 B qyi
;( . ) (" —1)
2420p™ = 1)(p" = 1) + (P> = 3p" +2)(p" — 1)

2
S 240" - 1) + 40P = 3™ 4 2)
= 2

2P+ 2 (" —4) + 6

N 2

S 2p?™ +2x 3%2(32 —4)+6

= 2

> pZm — (ph)Qm/h

which is contrary to the sphere-packing bound. Hence, d+ < 4.

By definition, d* = 2 if and only if there are two distinct
elements z; and x5 in GF(p™)* and an element ¢ € GF(p")*
such that

Trypm jpr[all(z1) + bx1] = Trpm jpn [all(22) + bao]
for all (a,b) € GF(p™)?2. This is equivalent to

all(z1) + by = acll(zy) + bexy, Y (a,b) € GE(p™)?

which is further equivalent to

X1 = ca, T(z1) = cll(z3).

Since z1 # x2, ¢ # 1. This completes the proof of the conclu-
sion in the first part of this theorem.

Consider now the special case that p = 3 and h = 1. By
assumption, [I(z) = TI(—x) for all x € GF(p™). Hence, Cj;
has no codeword of weight 2. Then it suffices to prove that the
code has no codeword of weight three either. Clearly, Cj; has
a codeword of weight three if and only if there are three pair-
wise distinct elements z1,z2, 23 € GF(3™)* and three ele-
ments ¢y, ¢, c3 € GF(3)* such that

c1r1 + cara +c3z3 =0 (8)
cill(w1) + call(w2) + c3ll(w3) = 0.

Without loss of generality, we only need to consider the fol-
lowing two subcases.

e ¢; =cy =1, c3 = —1: In this subcase we have

rr — 0= Ir3 — T2
{ II(z1) — TI(0) = TI(z3) — I(x2).

By the perfect nonlinearity of II we have x1 = x3, which
is a contradiction.
* 1 = cg = c3 = 1: In this case

II(—zo — x3) + I(22) + I(z3) = 0.
Since II(z2) = II(—x3), we have

II(—x9 — z3) + I(—z2) + II(z3) = 0, )
which is the same as

H(LBQ + 1'3) — H(—.CBQ) = H(—itz) - H(—Jig). (10)
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This implies that xo = x3 by the perfect nonlinearity of
II, and is contrary to our assumption that x5 # x3. The
proof of this theorem is now complete.

Remark: Tf p=2and h = 1, d+ = 5 is possible when II is
almost perfect nonlinear (see [5] for details).

Theorem 7: Let m > 2,_aLnd let EL denoie the minimum
distance of the dual code Cp; of the code Cy described in
Theorem 5. Then (7JH' isa[p™,p™ — 2m/h — 1,EL;ph] code.
Furthermore

L if (p,h) = (3,1), thend =5

2. otherwise, 3 < d < 4.

Proof: Similar to the discussion on d* in the proof of
Theorem 6 we can prove EJ_ > 2.

1. Suppose (p, h) = (3,1). First we prove Eﬁ has no code-
word of weight 3. Otherwise, there exist pairwise distinct ele-
ments 1, %2, x5 € GF(p™) and ¢z, c5 € GF(p)* such that

(1) + coll(w2) + call(z3) = 0
1+c2+c3=0.

T1 + coxo + c3x3 =0

(11)

Note that p = 3 and coc3 # 0. It then follows from the last

equation of (11) that co = ¢35 = 1. By (11) we have z3 =
—T1 — T2 and

I(x1) + M(z2) + H(—21 — 22) = 0.
Since —II(—z1 — x2) = 2II(—x1 — z2) we get
H(ml) — H(—,Cl?l — .1‘2) = H(—iEl — ZEQ) — H(LEQ)

Note that (—x1 — x9) — 1 = 2 — (—x1 — z2). Applying the
perfect nonlinearity of II, we have 1 = —z1 —x. Thisis equiv-
alent to 1 = 2, which is contradictory to our assumption.

Next we prove @ﬁ has no codeword of weight 4. Otherwise,
there exist pairwise distinct elements x1, z2, 3,24 € GF(p™)
and co, c3, ¢4 € GF(p)* such that

H(Qil) + CQH(J}Q) + CgH(J}g) + C4H(J}4) =0
1+co+c3+cqg=0.

T1 + cama + €313 + 4wy =0
(12)

Note that p = 3 and coc3eq # 0. It then follows from the last
equation of (12) that two of ¢, c3, and ¢4 must be —1 and the
other must be 1. Hence, without loss of generality, we assume
co = c3 = —1, and ¢4 = 1. Then (12) becomes

{3?1—.172:.173—3?4

(z1) — (o) = (x3) — [(24)- (13)

Since II is a perfect nonlinear mapping, we obtain that z; =
x3. This is contradictory to the assumption that these x;’s are
pairwise distinct.

Finally, we prove that 5ﬁ has a codeword of weight 5. We
first claim that there exist three pairwise distinct elements
x3,%4,25 € GF(3™) such that 3 + 24 + x5 # 0. To prove
this claim, we consider all possible sets {z3, x4, x5}, where
x3,4,25 are pairwise distinct elements of GF(3™). The total

number of such sets {x3, x4, x5} is (3; ) The total number of
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such sets {3, x4, x5} satisfying x5 + x4 + x5 = 0 is at most
3™ (3™ — 1). Note that

(3:> > 3m(3™ — 1)

because m > 2. Hence, there must exist such a set {x3, 24,25}
with 3 + x4 + x5 # 0. This completes the proof of the claim
above.

Let {x3, x4, x5} be such a set with x5 + x4 + x5 # 0. Define

a=xz3+x4+x5#0

Since a # 0 and II(z) has perfect nonlinearity, the equation
(z+a)—(z)=10
has a unique solution z5. Define
1 =2+ a=x9+2x3+ 24+ T5.

Then we have

O(z1) — () — H(x3) — I(xy4) — (25) = 0. (14)

{$1—$2—$3—$4—$5:0

We now prove that 1, z3, x3, x4, x5 are pairwise distinct.
Note that x3, x4, x5 are pairwise distinct. We need only to prove
that zo & {1173, X4, 3?5} and 1 ¢ {1172, 3,4, 3?5}.

(A) We now prove that x5 & {x3,24,5}.

Since z3, x4 and x5 are symmetric, we need only to prove
that zo # 3. Suppose z2 = x3. Then (14) becomes

{wlz—w3+x4+x5
H(itl) = —H(,ﬁl?g) + H(ZE4) + H(LE:))

which is equivalent to

{$1—$4=$5—$3 (15)

H(Jil) — H(fl}‘4) = H(fl}‘5) — H(J}g)

It then follows from the perfect nonlinearity of II that z, = x3.
This is contrary to the fact that z3 # z4. Hence, 2 # 3.

(B) We then prove that 21 & {22, %3, 24,25}.

Since 1 = 22 + a and a # 0, £1 # 2. Due to symmetry, it
remains to prove that x; # x3.

Suppose 1 = x3. Then (14) becomes

(16)

To+x4+2x5=0
H(.’EQ) + H(ZE4) + H(.’E5) =0.

We proved earlier that =2, x4, x5 are pairwise distinct. By (16)
and the equality 14+ 1+1 = 0, we know that C1; has a codeword
of weight 3. This is contrary to the fact we proved earlier that
@ﬁ has no codeword of weight 3. Hence, x1 # 3.

In summary, we proved that z1, x2, T3, x4, T5 are pairwise
distinct. Now it follows from the equation1 —1—-1—-1—-1=10
and (14) that 5ﬁ has a codeword of weight 5. Hence, d =5

2. We now prove that 3 < a < 4if (p,h) # (3,1).
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Because p > 5 or h > 2, it can be verified that

2 m
p 7 m
Z( . )(ph—l) —p?mth > 0.

1=0

It then follows from the sphere-packing bound that a* < 5.
Hence, 3 < a < 4. This completes the proof of this theorem.

A. Connection Between Some Codes Cry and Cyclic Codes
With Two Zeros

Let us choose ; = '~ for all ;. Then the code Cy; defined in
(6) is cyclic when II(x) is a power function, and is, in general,
noncyclic otherwise. In this subsection, we point out that the
code Cy defined in (6) is the dual of a cyclic code with two
zeros when II(z) is a power function.

Define | = m/h and ¢ = p". We now consider any integer ¢
with2 < ¢t < ¢' —2and t # ¢’ for any j > 0. We use m ()
and m,,:(z) to denote the minimal polynomials over GF (q) of
o and o, respectively. Since t # ¢’ for any j > 0, ! is not a
Galois conjugate of «. Hence, the two polynomials m,, () and
e () are not equal.

Let C; 4 denote the cyclic code generated by m (x)mq: (z),
which is an ideal of the ring GF (q)[a;]/(ac"l’1 — 1). Our task
now is to determine the dual code Cft- To this end, we need the
following lemma, which is referred to as Delsarte’s theorem [9].

Lemma 8: Let C be a linear code of length n over GF (¢').
Then

Trace(C)* = Res(Ch),

where Res(C1) = C+ N GF(q)" is the restriction of Ct to
GF (¢), and Trace(C) is the GF (¢)-code given by

Trace(C) = {Trqi/4(c) : ¢ € C}.

We deduce the following result which may be familiar to
some people. For completeness, we also include a proof here.

Lemma 9: Let symbols and notations be as before. Then
Ciy, =Cn

where I1(z) = 2* and v; = o*~! forall i with 1 <4 < ¢' — 1.
Proof: We first prove that Cy ; is the restriction of the ideal

(z — a)(z — a') C GF (¢)[a] /(x4 = 1).

Note that o generates GF (¢')* and a! is not a Galois conju-

gate of . Since the codewords in the ideal (z — a)(z — o) are

precisely those that vanish in « and o, the code C1,¢ is the re-

striction of the ideal (z — ) (z — o) to GF (q)[z]/(z ~L = 1).
We then prove that

(z — a)(z — at)J‘

= {(hap(1), hap(a), ... hap(a? %) s a,b € GF(¢")} (17)
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where h, ;(z) = az’ + bz. Indeed, the polynomials in the ideal
(x — a)(x — o) are the vectors (ag,a1,...,a, _o) that are
orthogonal to

l

(1,a,02,...,0772)
and
(1,0t 0% ..., a(ql_Z)t)
Since o generates GF (g')*, the vector (1, a, a2, ..., a7 =2) has

precisely all elements of GF (¢')* as its coordinates. Hence, (17)
follows.

Finally, the conclusion of Lemma 9 follows from Lemma 8.
This completes the proof.

Lemma 9 says that our code Cr is equivalent to the dual code
of a cyclic code with two zeros when II is a power function. It
will be shown in the sequel that some perfect nonlinear func-
tions are power functions and some are not power functions.
Therefore, some of the codes Cy; of (6) obtained from perfect
nonlinear functions are certainly noncyclic and thus new.

B. The Codes From Il(z) = z*

It is straightforward to show that II(x) = 22 is a perfect non-
linear mapping from GF (p™) to itself, where p is odd. In this
case, the minimum distance and all weights can be determined.
The case h = 1 is treated in [10].

Theorem 10: Let h = 1 and II(z) = 2. If m is even, the
code Cpy of (6) has parameters

[pm - 172m7d: (p_ 1)pm—1 - (p_

and has the following five nonzero weights:

(=Dt £p™2 1Y), (p—

Dp™/2= % p]

1)pm—1 ipm/2—17
(p—1)p" "

If m is odd, the code Cry of (6) has parameters
[pm - 17 2m7 d= (p - 1)pm—1 - p(m—l)/Z]
and has the following three nonzero weights:

(p _ l)pm—l ip(m—l)/Z, (p _ 1)pm—1.

This theorem shows that the lower bound on the minimum
distance d of the code Cry given in Theorem 4 can be met, and
is thus tight when m is even.

Theorem 11: Let h = 1 and II(z) = z%. Then C7 is a
[p™ — 1,p™ — 2m — 1,d*;p] code, where d+ = 3 if p > 3,
and dt = 4ifp = 3.

Proof: Using Theorem 6, it is straightforward to prove that
d+ # 2. We now give a necessary and sufficient condition for
Cit to have a codeword of weight 3. Clearly, this condition is
that there are two nonzero elements ¢, and cs in GF (p) and
three pairwise distinct elements z1, z2, £3 in GF (p™)* such
that

alll(zq)+coll(ze)+csll(x3)]+b(x1+cazatczzz) =0 (18)
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for all pairs (a,b) € GF(p™)?2. Equation (18) is equivalent to

1 = —C2X9 — C3T3 19
(c% + cz) :v% + (c% + 03) :v% + 2coc3xoxy = 0. (19)
We now consider the case p > 5 and show that d+ = 3

In this case, we put ¢ = —1. Since p > 5, we can choose
one c3 € GF(p) \ {0,1,—1}, and define z3 to be any nonzero
element of GF (p™). Then (z5(1 — ¢3)/2,z3(c3 + 1)/2,23) is
a solution to (18) and the three coordinates of this vector are
pairwise distinct and nonzero. Thus, in the case p > 5, CIJ-I- has
a codeword of weight 3, and thus minimum distance 3.

In the case that p = 3, it follows from the second part of
Theorem 6 that d+ = 4.

Remark: The first part of the conclusion in Theorem 11
may be proved by combining Lemma 9 of this paper and
[7, Theorem 3]. But the second part (i.e., dt = 4if p = 3)
cannot be derived from Lemma 9 and [7].

Theorem 12: LetIl(x) = 2, and h = 1. 5ﬁ isa
1
[p™,p™ —2m — 1,d ] code

where El = 5 when p = 3, and EL =4 when p > 3.

Proof: When p = 3, the conclusion follows from
Theorem 7. When p > 3, suppose 5#} has a codeword of
weight 3. Then there exist pairwise distinct z1,z2,23 €
GF (p™) and s,t € GF (p)* such that

Tr (aa:% + by +c) + sTr (aa:% + by + c)
+tTr(ax3 + bas +¢) = 0

for all a,b,c € GF(p™). Hence,

x1 + Ssre +try3 =0
23+ sx3+tr3 =0

1+s+t=0
{ (20)

ie.,

1 1 1 1

r1 T2 T3 S

2 .2 .2
i T3 I3 t

=0.

Since x1, x2, T3 are pairwise distinct, the coefficient matrix
is nonsingular and there do not exist s, ¢ such that (20) holds. It
then follows from Theorem 7 that EJ_ = 4.

The four classes of codes Cr, Cpr, Cﬁ-, 5$ contain the fol-
lowing optimal codes:

[8,4,4;3], [26,6,15;3], [26,20,4;3], [80,72,4;3],
[242723274; 3]7 [47 273’5]7 [1247 679575]7 [9747 5’3]7
[27,20,5; 3], [81,72,5;3], [243,232,5;3], [5,2,4;5]

and the following best codes known:
[80, 8,48; 3] and [242, 10, 153; 3]

according to [3].
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C. The Ternary Codes From I1(x) = 2B +1/2 gpq
H(z) = 21 + 2% — 22
Theorem 13: Le}p =3, h =1, k be odd, and ged(m, k) =
1. Let (z) = z ==
from GF (p™) to GF(
following:
a) Crisa[3™ —1,2m,d;3] code with d > 2(3
b) Cisal[3™ —1,3™ —2m — 1, 4; 3]code
) CH isa[3™,2m +1,d;3] codew1thd> 2(3m
d) CH isa[3™,3™ — 2m — 1,5; 3] code.
Proof: a), c), and d) follow from Theorems 4, 5, and 7,
respectively. Part b) follows from the second part of Theorem 6.

, which is a perfect nonlinear mapping
™) [6]. If m > 2, then we have the

m _ 3m/2);

_ 3m/2);

Remark: The conclusion of Part b) in Theorem 13 cannot be
proved by combining Lemma 9 of this paper and [7], because it
only proves 3 < d+ < 4.

The ternary codes Crr, Cr1, Cif, 5JH' described in Theorem 13
contain a number of optimal codes and are very good in general
according to [3].

Let m be odd. It is known that II(z) = 2'° + 2% — 22 isa
planar function from GF (3™) to itself [8], and has thus perfect
nonlinearity. This perfect nonlinear function also gives several
classes of ternary codes described in the following theorem.

Theorem 14: Letm be odd, and let II(x) = 1%+ 25 — 22 be
the perfect nonlinear mapping from GF(p™) to GF(p™). Then
we have the following:

a) Crisa[3™ — 1,2m,d; 3] code with d > 2(3™ — 3™/2);

b) Cyisal[3™ —1,3™ —2m —1,4; 3]code

c) Cn isa[3™,2m + 1, d; 3] code with @ > 2(3m — 3m/2);

d) CH isa [3™,3™ — 2m — 1,5; 3] code.
Proof: a), c), and d) follow from Theorems 4, 5, and 7,
respectively. The conclusion of b) follows from Theorem 6.

Example 1: Letm = 3and II(z) = 21 4+ 2% — 22, Then Cy

is a [26, 6, 15; 3] code with weight distribution
1+ 31221 + 2602 + 156222,
Cit is a [26, 20, 4; 3] code with weight distribution
1+ 260z* + 3380z° + 2038425 + 11284027
+ 5496402% + 21985602° + 7464912°
+ 21702408z + 542068802
+ 1169554402 + 2171577202 + 3469534642:1°
+ 47769155226 + 56208802027 + 56127370028
+ 473318040z + 331250556220 + 189090876x>"
+ 86045960222 + 29949920223 + 745472024
+ 1203904225 + 91264226,

Both Cyy and Ci; are optimal ternary codes.

The codes described in Theorem 14 are noncyclic
2

Remarks:
because the perfect nonlinear function I1(z) = 20 + 2% — &
is not a power function.

Note that the conditions of (4) reduce to

{k§+k%+k§:
k‘0+k‘1+k‘2:n

n2+2n
= 1)
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since these two equations imply koky + k1ko + koko = "23_".

For example

(ko k1, k) = <n +3\/ﬁ7 n—|—3\/ﬁ7 n —32\/ﬁ>

and

ok k) = (2 M 1 20

3 3

are solutions to the two equations of (21). This means that both
the lower and upper bounds on k; given in Theorem 3 may be
obtained. We have seen again that the lower and upper bounds
on k; of Theorem 3 are very tight. The following problem is
open.

Open Problem 1: Determine all possible integral solutions
(ko, k17 k2) to (21)

If this open problem can be solved, then it is possible to de-
termine the weight distribution of the four classes of ternary
codes constructed from the perfect nonlinear functions II(z) =
23" +1)/2 ang () = 2%+ 2% — 22, Of course it is possible to
determine the weight distribution of the codes directly without
solving the open problem above.

Open Problem 2: Find the weight distribution of the four

classes of ternary codes Cry and Cpy obtained from the perfect
ok

nonlinear function T1(z) =2 /2 and TI(z) = 21 + 2% — 22.

D. The Codes From 11(z) = x7"+1

Theorem 15: Letm > 1, h = 1, and m/ ged(m, k) be odd.
Let II(z) = 2P +1, which is a perfect nonlinear mapping from
GF (p™) to GF (p™) [6]. Then

a) Crisa[p™—1,2m,d;p]code withd > 2= 1(pm p™/?);

b) Ctisal[p™ —1,p™ — 2m — 1,d*+;p] code with d+ = 4

ifp=23andd- =3ifp > 3;

c) CH isa[p™,2m+1,d;p codew1thd > 2 (pml p™?);
d) CH is a [p™ p —2m —1,d ,p] code with 4° = 5 if
p_3,andd =4ifp > 3.

Proof: a) and c) follow from Theorems 4 and 5, respec-
tively. Part b) follows from Theorem 6. We now prove d). When
p = 3 the conclusion follows from Theorem 7.

We now prove that 5#} has no codeword of weight 3. Other-
wise, there exist three pairwise distinct elements x1,x2, T3 €
GF (p™) and two elements ¢z, c5 € GF (p)* such that

T1 = —C2%2 + 03$3
{ (cowa + 03333)1’ H1 4 coah
1 + C2 + C3 = 0.

Without loss of generality, suppose 23 # 0. Let y = z2/x3.
From the second equation of (22) it follows that

Yy caah 1 (22)

(c% + 02) y”k+1 + CQC3ypk + coc3y + (c% + 03) =0. (23)

From the last equation of (22) we get
c% +co = cg + c3 = —cac3.
Thus, the second equation of (22) becomes

1
—cocsy? T4 cocsy” + cacsy — cacy =0
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which is equivalent to
ypk'|r1 —ypk -y+1=0.

Note that y?" 1 —y?" —y 1= (4" —1)(y—1) = (y—1)?" !,

soy = 1, xo = z3. This is contrary to our assumption. Thus, 5H

has no codeword of weight 3. It then follows from Theorem 7
=L

that d” = 4.

Remark: The conclusion of Part b) in Theorem 15 may be
proved by combining Lemma 9 of this paper, [7, Proposition 2
and Theorem 3].

Open Problem 3: Determine the minimum distance and
weight distribution of the two classes of codes Cpp and Cp
. . . k

obtained from the perfect nonlinear function II(x) = z?" 1.

The ternary codes Cy, Cr1, Cif, Eﬁ described in Theorem 15
contain a number of optimal codes and are very good in general
according to [3].

IV. SECRET SHARING SCHEMES FROM THE LINEAR CODES

In this section, we analyze the access structure of the secret
sharing schemes based on the duals of the class of linear codes
from perfect nonlinear functions constructed earlier.

A. A General Construction of Secret Sharing Schemes From
Linear Codes

Let G = [99,91,---,9,—1) be a generator matrix of an
[n, k,d;q] code C, i.e., the row vectors of G generate the linear
subspace C. For all the linear codes in this paper no column
vector of any generator matrix is the zero vector. There are
several ways to use linear codes to construct secret sharing
schemes [17], [19]-[21]. One of them is the following described
by Massey [17].

In the secret sharing scheme based on C, the secret is an
element of GF (¢) and is equally likely to be any element of
GF (q), which is called the secret space, and n — 1 parties
Py, P, ..., P,_1 and a dealer are involved.

To compute the shares with respect to a secret s, the dealer
chooses randomly a vector 4 = (ug,...,ur_1) € GF(q)*
such that s = ug,. There are altogether ¢*~1 such vectors u €
GF (q)*. The dealer then treats u as an information vector and

computes the corresponding codeword

t= (t07t17~-~7tn—1) = uQ.

He then gives ¢; to party P; as share for each 7z > 1.

The secret is recovered as follows. Note that ¢y = ug, = s.
It is easily seen that a set of shares {t;,,¢;,,...,¢;  } deter-
mines the secret if and only if g, is a linear combination of
gi1 P 7gim'

So we have the following lemma [17].

Lemma 16: Let G be a generator matrix of an [n, k; q] code
C. In the secret sharing scheme based on C, a set of shares
{ti, tip, ..., t; } determine the secret if and only if there is a
codeword

1,0,...,0,¢i,,0,...,0,¢; ,0,...,0 (24)
1 m
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in the dual code C*, where ci; # 0 foratleastone j, 1 <ip <
<ty <nmn—1l,and1 <m < n-—1.

If there is a codeword of form (24) in C*, then the vector g,
is a linear combination of g; ,...,g; ,say

90 = Z Ti9i;-
=1

Then the secret s is recovered by computing

m
s = E :Iijtij.
i=1

If a group of participants can recover the secret by combining
their shares, then any group of participants containing this group
can also recover the secret. A group of participants is called
a minimal access set if they can recover the secret with their
shares, any of its proper subgroups cannot do so. Here a proper
subgroup has fewer members than this group. Due to these facts,
we are only interested in the set of all minimal-access sets. To
determine this set, we need the notion of minimal codewords.

The support of a vector ¢ € GF (¢)™ is defined to be

{0<i<n-—1:¢ #0}.

A codeword ¢; covers a codeword ¢ if the support of ¢ con-
tains that of ¢;.

If anonzero codeword ¢ covers only its multiples, but no other
nonzero codewords, then it is called a minimal codeword.

From Proposition 16 and the preceding discussions, it is clear
that there is a one-to-one correspondence between the set of
minimal-access sets and the set of minimal codewords of the
dual code Ct whose first coordinate is 1. In the sequel, we shall
consider the secret sharing schemes based on the dual codes of
these linear codes from perfect nonlinear functions.

It should be noticed that to determine the access structure of
the secret sharing scheme, we need to determine only the set of
minimal codewords whose first coordinate is 1, i.e., a subset of
the set of all minimal codewords. However, in almost every case
we should be able to determine the set of all minimal codewords
as long as we can determine the set of minimal codewords whose
first coordinate is 1. The covering problem of a linear code is to
determine the set of all its minimal codewords.

The shares for the participants depend on the the selection
of the generator matrix G of the code C. However, by Proposi-
tion 16, the selection of GG does not affect the access structure
of the secret sharing scheme. Hence, in the sequel we will call
it the secret sharing scheme based on C, without mentioning the
generator matrix used to compute the shares.

B. The Access Structure of the Secret Sharing Schemes

We described the general construction of secret sharing
schemes based on a linear code C. Clearly, we have also a secret
sharing scheme based on the dual code C*. Thus, for every
given linear code C we have two secret sharing schemes. In this
and later sections, we consider only the secret sharing schemes
based on the dual code of a given linear code. The reader should
not be confused about the two secret sharing schemes based on
C and C*.
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The following describes the access structure of the secret
sharing scheme based on the dual code of a given linear code,
and is a generalization of the corresponding result in [12], [23].

Theorem 17: Let C be an [n,k,d;q] code, and let
G =
d* to denote the minimum distance of its dual code C*. If each
nonzero codeword of C is minimal, then in the secret sharing
scheme based on C there are altogether ¢*~! minimal-access
sets.

e When dt = 2, the access structure is as follows.
If g, is a multiple of gy, 1 < ¢ < n — 1, then participant
P; must be in every minimal access set. Such a participant
is called a dictatorial participant.
If g, is not a multiple of g, 1 <4 < n—1, then participant
P; must be in (¢ — 1)¢*=2 out of ¢*~! minimal-access
sets.

+ When d* > 3, for any fixed

1<t<min{k—1,d" -2}
every group of ¢ participants is involved in
(g —1)tg"=(+D

out of ¢~ minimal-access sets.

Proof: We first prove that the total number of minimal-
access sets is ¢*~1. At the very beginning of this section, we
assumed that every column vector of any generator matrix is
nonzero. Hence, g, # 0. Thus, the inner product ug, takes on
each element of GF (¢) exactly ¢*~! times when u ranges over
all elements of GF (q)*. Hence, there are altogether ¢* — ¢*~!
codewords in C whose first coordinator is nonzero. Since each
nonzero codeword is minimal, a codeword covers another one
if and only if they are multiples of each other. Hence, the total
number of minimal codewords is (¢* — ¢*~1)/(¢— 1) = ¢* 1,
which is the number of minimal-access sets.

Suppose that d- = 2. We determine the access structure. For
any 1 < ¢ < n-—1,ifg; = ag, for some a € GF(g)*, then
ug, = 1 implies that ug; = a # 0. Thus Participant P; is in
every minimal access set. Forany 1 < ¢ < n — 1, if g, and
g, are linearly independent, (ug,,ug,) takes on each element
of GF (q)? ¢*~2 times when the vector u ranges over GF (g)*.
Hence,

[{u: ugy #0 and ug; # 0)}| = (¢ — 1)%¢" 2
and

{u:ugy =1and ug;, # 0)}| = (¢ — l)qk_Z

which is the number of minimal-access sets in which P; is
involved.

Suppose that d+ > 3 and 1 < ¢t < min{k — 1,d*+ — 2}.
Letl <41 <49 < --- <14 < n—1 be a set of positive
integers. Then g¢¢,9; ,9;,,---,9;, are linearly indepen-
dent and (ug,,ug; ,...,ug;) takes on each element of
GF (¢)t*t! ¢*~(+1) times when the vector u ranges over
GF (q)*. Hence,

[{u: ugy #0,ug, #0,....ug;, #0)}=(q— 1)t gh=0+D)
and

|{U : “90:17”'91'1 #0/ s 7'u’g’it #0)}|: (q_l)tqki(t+1)
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which is the number of minimal-access sets in which P; is in-
volved by Proposition 16.

The minimum distance d of the code C gives the lower bound
d — 1 for the cardinality of any minimal access set, while the
minimum distance d* of the dual code C* indicates the extent
of democracy of the secret sharing scheme. However, there is a
tradeoff between the two parameters, i.e., d + dt < n+2. The
equality is achieved if C is maximum-distance separable (MDS).

In view of Theorem 17, it is an interesting problem to con-
struct codes where each nonzero codeword is minimal. Such a
linear code gives a secret sharing scheme with the interesting
access structure described in Theorem 17.

If the weights of a linear code are close enough to each other,
then each nonzero codeword of the code is minimal, as de-
scribed by the following theorem.

Theorem 18: [23], [12] In an [n, k; q] code C, let wy;, and
Wmax be the minimum and maximum nonzero weights, respec-
tively. If
qg—1

wmax q

Wmin

then each nonzero codeword of C is minimal.

C. Extending a Secret Sharing Scheme With a Small
Secret Space

Given a secret sharing scheme in which the secret space S is
small, one could extend it into a secret sharing scheme where
the secret space is S! for any positive integer /. The extension is
very simple and as follows.

For a chosen integer [, the new secret space is S'. Each se-
cret in the new secret space is a sequence s1 5z . .. §; of length [,
where each s; € S. In the extended scheme we use the original
secret sharing scheme to share this secret s1 2 . . . s; component
by component. For each component s;, a share component cor-
responding to s; is computed using the original secret sharing
scheme. Hence, each participant will get a sequence of share
components. The secret s1s5 . ..s; will be recovered by recov-
ering each s; one by one using the original secret sharing scheme
when a group of participants meet together with their shares.

The information rate of the extended scheme is the same as
the original secret sharing scheme. Thus, secret sharing schemes
with a small secret space are as useful as those with large secret
spaces. In the secret sharing schemes described in the sequel,
the secret space is GF (q). Here ¢ could be 3 or a power of any
odd prime. Due to the extension given above, such schemes are
all useful. The information rate of all the secret sharing schemes
presented in this paper is 1, the best possible.

D. Secret Sharing Schemes Based on the Duals of the Linear
Codes From Perfect Nonlinear Functions

Having described the general construction of secret sharing
schemes based on error correcting codes and their extensions,
we now use the duals of these linear codes from perfect non-
linear functions to construct secret sharing schemes and analyze
their access structures.

For the code Cyy of Theorem 4, we have the following general
result.
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Theorem 19: Let Cyy be the [p™ — 1,2m/h,d] code over
GF (p") of Theorem 4, and let G = [gy, g, - - -, g,m _o] denote
a generator matrix of Crr. If p* < (p™/2 + 1)/2, then in the
secret sharing scheme based on Cg, the total number of partici-
pants is p™ — 2, and there are altogether p?>™~" minimal-access
sets.

e When d+ = 2, the access structure is as follows.
If g, is a multiple of g4, 1 <7 < p™ — 2, then participant
P; must be in every minimal access set.
If g, is not a multiple of gy, 1 < ¢« < p™ — 2, then
participant P; must be in (p" — 1)p?™~2k out of p?>™~"
minimal-access sets.
s When dt > 3, for any fixed 1 < ¢ < min{(2m/h) —
1,d*+ — 2} every group of t participants is involved in
(p" — 1)tp?m= D oyt of p?>™~" minimal-access sets.
Proof: As before, let wyn and wyax denote the min-
imum and maximum nonzero weights in Cyy, respectively. By
Theorem 4 we have

pm_pm/2 _pm/2_1 ph_l

- pm/2+1 > ph

Wmin

Wmax  P™ + p™/2

because p" < (p™/? + 1)/2. It follows from Theorem 18 that
every codeword in Cyj is minimal. The conclusions of this the-
orem then follow from Theorem 17.

This theorem gives the access structure of the secret sharing
scheme based on Cr whose dual Cyy is from any perfect non-
linear function IT under the condition p” < (p™/?+1)/2.1f this
condition is not satisfied, the covering problem for the code Cp
is still open and so is the access structure of the secret sharing
scheme based on Cﬁ-. On the other hand, this condition is de-
rived from the lower and upper bounds on the weights in Cp
given in Theorem 4. If all the weights in Cyy can be determined,
it is possible to relax this condition to some extent so that the
access structure can still be determined.

Open Problem 4: Let Cyp be the [p™ — 1,2m/h,d] code
over GF (p") of Theorem 4. Determine the access structure of
the secret sharing scheme based on Ci- for the case that p" >
(P +1)/2.

As seen earlier, it is possible that d+ = 2. In this case, some
participants must be involved in every minimal-access set and
thus, in every access set. This means that these participants must
be involved in order to recover a secret. These participants are
thus called dictatorial participants. When d+ > 3, every partic-
ipant is involved in the same number of minimal-access sets. In
this case, the secret sharing scheme is called democratic. The
minimum distance d indicates the extent of democracy of the
secret sharing scheme. To give a better description of the access
structure, we need to determine d-.

In the following, we shall give a detailed description of the
access structure of the secret sharing schemes based on several
specific classes of codes Ci- constructed in Section III.

Theorem 20: Let Cyp be the code of Theorem 10. If m > 3,
then in the secret sharing scheme based on C L the total number
of participants is p™ — 2 and there are altogether ¢>™~! min-
imal-access sets.
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e Whenp > 3, every participant is involved in (p—1)p*™~2
out of p>™~1 minimal-access sets.

* When p = 3, for any fixed 1 < ¢t < 2 every group of ¢
participants is involved in (p— 1)*p?™~(¢+1) out of p?>™—1
minimal-access sets.

Proof: Similar to the proof of Theorem 19, it can be
proved that every codeword of Cry is minimal if m > 3. The
conclusions then follow from Theorems 17 and 11.

Open Problem 5: Let Cyy be the code of Theorem 10. Deter-
mine the access structure of the secret sharing scheme based on
Ci form = 2.

Theorem 21: LetCry bethe [3™ —1,2m, dJ ternary code from
the perfect nonlinear function I(z) = 2" +1D/2 1f m > 3,
then in the secret sharing scheme based on C L the total number
of participants is 3™ — 2, and there are altogether 32™~! min-
imal-access sets. For any fixed 1 < ¢ < 2, every group of ¢ par-
ticipants is involved in 2¢32™~(+1) out of 32! minimal-ac-
cess sets.

Proof: The conclusions follow from Theorem 13 and its
proof as well as Theorem 19.

The condition m > 3 in Theorem 21 is necessary for the
access structure of the secret sharing scheme to be democratic.
The following example shows the necessity.

Example 2: Let Cry be the [3"™ — 1,2m,d] ternary code
from the perfect nonlinear function II(z) = 2" +1/2 where
(m, k) = (2,1). We now determine the access structure of the
secret sharing scheme based on Cit.

Cry is an [8, 4, 4; 3] with generator matrix

rt 0 0 0 1 1 1 27
01 0 0 1 2 20
0O 01 00 1 2 2
LO O 0O 1 1 1 2 1
Cit is an [8, 4, 4; 3] code with generator matrix
rt 0 0 0 2 2 0 27
01 0 0 2 1 2 2
0O 01 0 2 1 11
LO O 0O 1 1 0 1 2]

Both Cry and Cit are optimal and have weight distribution
1+ 207" 4 322° + 82° + 1637 + 42°.

Not every nonzero codeword of Cr is minimal. The secret
sharing scheme based on C;; involves seven participants. There
are altogether 15 minimal-access sets

{1,2,5},{1,4,7},{2,4,6},{3,4,5},{3,6, 7},

{1,2,3,4},{1,2,3,7},{1,2,6,7},{1,3,4,6},{1,3,5,6},

{1,5,6,7},{2,3,5,6},{2,3,5,7},{2,4,5,7},{4,5,6,7}.
The fourth participant is involved in seven of the minimal-access
sets, while each of the remaining participants is involved in eight

of the minimal-access sets. Hence, the secret sharing scheme is
not democratic when the condition m > 3 is not satisfied.

Theorem 22: LetCry be the [3™ —1, 2m, d] ternary code from
the perfect nonlinear function I1(z) = 219+ 2% — 22, If m > 3,
then in the secret sharing scheme based on C L the total number
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of participants is 3™ — 2, and there are altogether 32™~! min-
imal-access sets. Each participant is involved in 2 x 32™~2 out
of 32™~1 minimal-access sets.

Proof: The conclusions follow from Theorem 14 and its
proof as well as Theorem 19.

Theorem 23: Letm > 1, and letCy be the [p™ —1,2m/h, d]
code over GF (p") from the perfect nonlinear function I1(z) =
a?" +1 If ph < (p™/2 4+1)/2, then in the secret sharing scheme
based on Cﬁ-, the total number of participants is p" —2, and there
are altogether p?™~" minimal-access sets. In addition, every
participant is involved in (p"* — 1)p*™=2" out of p?™~" min-
imal-access sets.

In particular, if p = 3, for any fixed 1 < ¢ < 2 every group
of t participants is involved in (p — 1)'p>™~(+1) out of p>"—1
minimal-access sets.

Proof: The conclusions follow from Theorems 19 and 15.

Open Problem 6: Let m > 1, and let Cyy be the [p™ —
1,2m/h, d] code over GF (p") from the perfect nonlinear func-
tion II(z) = 2P "+1, Determine the access structure of the secret
sharing scheme based on Cjt for the case p" > (p™/2 +1)/2.

V. CODES FROM ANOTHER CLASS OF PERFECT NONLINEAR
FUNCTIONS AND THEIR SECRET SHARING SCHEMES

Section IIT gives a general construction of two types of re-
lated codes using perfect nonlinear mappings from GF (p™) to
GF (p™), and Section IV describes the secret sharing schemes
based on their dual codes. In this section, we use a class of per-
fect nonlinear mappings from GF (¢)? to GF (g) to construct a
class of three-weight codes and describe the access structure of
the secret sharing schemes based on their dual codes.

Let a,b1,b2, 2,y € GF(q"), and let Tr(z) denote the trace
function from GF (¢") to GF(q) in this section. Define the
function

fapr b (7,9) = Tr(azy 4+ biw + bay).
Let

(GF (qt))Z \{(0,0)}={(lo, 70), (l1,71). - - - (lq2*72:74q2*72)}'

Then any given set of a, by, ba € GF (¢") defines the following
vector:

Cabi by = (fabr,00(10,70)s -5 fabr o (L2t —2,7g2t_2)).
We now define the following linear code:
C: = {Ca7b171,2 :a,b;,by € GF (qt)}'

To determine the weight distribution of the code C;, we prove
the following lemma.

Lemma 24: Let N(a) denote the number of solutions

(21,22, - .-, 22t) € GF (q)?* of the equation
t

Zz%_lz% =a, acGF(q). (25)

=1
Then we have

2t—1 t—1
+(g—1 , a=20
N(a) = {32*‘1 * g‘g_l! ) o @
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Proof: When ¢ is even, (26) follows from
Theorem 6.32, p. 288].
When ¢ is odd, the determinant of the quadratic form

St Zai 122 is (—1)1(27%)2. By [15, Theorem 6.26, p. 282]

N(a) =¢* "+ v(a)n((-1)*(27)*)¢"™"
:q2t—1 4 I/(a)qt_l

[15,

where 7) is the quadratic character of GF (¢), v(a) = —1 for
a € GF(¢q)*, and v(0) = ¢ — 1. This completes the proof.

Theorem 25: Cy is a [¢** — 1, 3t; q] code with weight distri-
bution as follows:

weight frequency
0 1
g2t — g2t=1 2t -1

(¢" = D¢+ (g — 1)g"]

(¢" = 1)*(qg = 1)g"*

Pt — gt — gt 4 gttt

-2ttt

Proof: To determine the weight distribution of C;, we
discuss the number of solutions of f, 4, 4, (z,y) = 0 for all
(a,b1,b2) € GF(q")3. We study the case a = 0 and the case
a # 0 separately below.

When a = 0, we consider the following subcases.

1. If by = by = 0, €43, 3, is the zero codeword.

2. If by # 0,by = 0, then fq 4, p,(z,y) = Tr(biz). The
number of solutions of f, 4, 4, (7, y) = 0is ¢'q* L. There
are ¢* — 1 such cases.

3. If by = 0, b2 # 0, then f, 4, ,(x,y) = Tr(bay). The
number of solutions of f, p, v, (7, y) = 0is ¢'q" . There
are ¢* — 1 such cases.

4. It by # 0, by # 0, then for all z € GF(q?), there are
q'~" y’s such that f, 4, 5,(z,y) = 0. So the number
of solutions of f, 4, »,(7,y) = 0 is ¢'¢'~'. There are
(¢* — 1)? such cases.

When a # 0, let a1, s, ..., be a basis of GF (¢) over
GF (¢). Suppose under this basis the coordinates of - and y are
z € GF(q)" and y € GF(q)", respectively.

Let

v = (Tr(blal), Tr(blag), - ,Tr(blat))
Vo = (Tl‘(bgal), TI‘(bQOéQ), . ,Tl‘(bgat))
and
Tr(aciay) Tr(aaias) Tr(aaiay)
Tr(aczar) Tr(aczas) Tr(aqzay)
M =
Tr(aarar) Tr(aaras) Tr(aciay)
Then

fapr s (2 y) = zMy” +viz” + vy’

We now prove that M is nonsingular when a # 0. Sup-
pose the column vectors of M are linearly dependent. Then
there exist ¢y, ca,...,¢; € GF(q) such that, V1 < i < ¢,
Tr(aq; Z;Zl cjaj) = 0. Then GZ;‘:1 cja; = 0, and since
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a# 0, Z;Zlcjozj =0.Thus,c; =0forl < j < tand Mis
nonsingular.

Since M is nonsingular, »; and v» range over GF(q)! when
by and b, range over GF(q"). This is proved by expressing b; as

t
bi: E bijOéj,
Jj=1

where all b;; € GF(q).

Since M is nonsingular, there exist nonsingular matrices A
and B such that AM B = I where I is the identity matrix. Let
o =zA 'y =y(B ")T. As z, y range over GF (¢)!, ', i/’
range over GF (¢)*. Then

fabr o (,y) = (A" (AMB)(B™'yT) + v127 + voy”
= :z"y’T + leT.'E/T + 'szy’T.

Let v, = v1AT, v, = v,B. As vy, v, range over GF (¢)?,
v/, v}, range over GF (¢)'. Then
Faprba(@,y) =2y +via" +ohy”
Letz” = o' + vy, 9y’ =y + v}, then

10T

1, 11T

fayblvbQ (.’177 y) =Ty

Let N(a) be defined as in Lemma 24. Note that v} and v/

range over GF (¢)* when b; and bs range over GF (¢"), respec-

tively. It follows from Lemma 24 and the preceding discussions

that the weights and frequency of appearance in all the code-
words €4, b,, @ # 0, are given by

weight frequency
¢* — N(0) (¢" = DN(0)
¢* = N(1) | (¢" = 1)(¢* - N(0))

where N (0) and N (1) are given in Lemma 24.

C, is clearly a linear code with length ¢?* — 1. The preceding
discussions show that C; has ¢ codewords. Hence, C; is a [¢% —
1, 3t; ] code.

In the cases of ¢ =
parameters

2 and t = 2,3,4, the code C; has

[15,6,6; 2], [63,9,28; 2], [255,12,120; 2]

among which the first two are optimal, and the last one is the
best code known according to [3]. In the case p = 2, the code C;
has the same weights as the Kasami code [14]. But it is an open
problem whether they are equivalent.

Lemma 26: For t > 2, every nonzero codeword of C; is
minimal.
Proof: By Theorem 25, the inequality

Wmin > q— 1
wmax q
is reduced to

qt+1_qt>q2_1

which is true when ¢ > 2, because ¢'t! — ¢t > ¢t > ¢® — 1.
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Now we discuss the access structure of the secret sharing
scheme based on C;*. To apply Theorem 17, we need the fol-
lowing lemma.

Lemma 27: Ci+isa[q? —1,q* —1—3t,d*; q] code, where
dt =3ifg=2and d*t =2if ¢ > 2.

Proof: For any fixed (z,y) # (0,0), the function
Tr(azy + b1z + boy) cannot be the zero function. Hence,
d+ # 1.

If d4 = 2, then there exist ¢ € GF (¢)* and two distinct pairs

(xi, i) € GF(¢")* \ {(0,0)},
such that

i=1,2

Tr(aziyr + biz1 + bay1) = cTr(azays + biza + bays)
for all (a, by, ba) € GF (¢*). This is possible if and only if

az1yr + biw1 + bay1 = caways + chiwa + choyz  (27)
for all (a, b1, bs) € GF (¢*)3, which is equivalent to
T1 = CTo, Y1 = CY2, T1Y1 = CT2Y2. (28)

This is impossible if ¢ = 2, because (1, y1) # (22, y2)-

When ¢ = 2, a sufficient and necessary condition for dt =3
is that there exist pairwise distinct (z1,¥1), (T2, y2), (£3,¥3) €
GF (¢")? such that

Tr(aziys + biwy + bayr) + Tr(azays + b1z + bays)
+ Tr(azsys + bixs + bays) =0

for all (a, b1, b2) € GF (¢')3. This is equivalent to

T1Y1 + T2y2 + x3ys =0
r1+x2+23=0 29)
Y1+ y2 +y3 =0.

Let «v be a primitive element of GF (¢"), then

(z1,91) =1+, 14+ )
(z2,92) = (1,1)
(z3,93) = (@, @)
is a solution to (29). So d*+ = 3 when ¢ = 2.
If ¢ > 3, (28) is possible only when z1y; = z2y2 = 0. In

fact, for any nonzero a € GF (¢") and any ¢ € GF (¢) \ {0, 1},
the following pairs:

(w1,91) = (0, ac), (z2,y2) = (0,a)

(z1,51) = (ac,0), (z2,92) = (a,0)

are solutions of (28). Hence, d* = 2if ¢ > 2.
Now we characterize the access structure of the secret sharing
scheme based on C;- as follows.

Theorem 28: Lett > 2. In the secret sharing scheme based
on C;+, the total number of participants is ¢! — 2 and there are
altogether ¢ ~! minimal-access sets.

If ¢ > 2, we have the following conclusion.

* Whenly = 0 orrg = 0, there are ¢ — 2 participants who
must be in every minimal access set. Each of the other
q*' — q participants is involved in (¢ — 1)¢*'~2 minimal-

access sets.
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e When [y # 0 and r¢ # 0, every participant is involved in
(g — 1)g*~2 minimal-access sets.
If ¢ = 2, every participant is involved in (¢ — 1)g
minimal-access sets.

3t—2

Proof: The conclusion follows from Theorem 17,

Lemma 26, and the proof of Lemma 27.

‘We can now construct a class of _codes C, which are related
to C;. Below is the construction of C;.
Leta,by,ba, x,y € GF(q?), ¢ € GF(q). Define the function

fa,b1,b2,c(x7 y) = TI‘(CL."L‘y + blx + be) +c.
Let
(GF (qt))2 = {(107 T0)7 (l17 7"1)7 ey (lq21_17 ’I“qzt_l)}.

Then any given setof a, by, by € GF (¢") and ¢ € GF (g) defines
the following vector:

We now define the following linear code:
Ci = {Caby e 1 a,b1,b2 € GF(¢"),c € GF(q)}.

Theorem 29: Cisalg*,3t+1,(¢g—1)¢""1(g* —1); q] code
with the following nonzero weights:

2t — 2tt

g2t — g2l — gt 4 gt 1

Pt — @t gttt

q2t

Proof: The proof is a slight modification of that of
Theorem 25 and is omitted.

Theorem 30: Etl is a [¢*, % — 3t — 1L,d q] code, where
4, =4ifg=2andd, =3ifq> 3.
Proof: Similar to Theorem 7, we have d_tJ_ > 2. Ej‘ has
a codeword of weight 3 if and only if there exist three pairwise
distinct pairs (x1,91), (12,92), (r3,93) € GF (¢*)? and two el-
ements ¢z, cs € GF (¢)* such that
14+ca4+c3=0
T1Y1 + caT2y2 + c3T3ys =0
1+ cox2 +c3y3 =0
Y1 + cayo + c3y3 = 0.
We consider ¢ = 2 and ¢ > 2, respectively.

(30)

e g = 2:Inthis case,lwe must have ¢co = ¢c3 = 1 anil (30)
cannot hold. So d; L> 3. On the other hand, C; ™ is a
[¢*,q* — 3t — 1;d; ;q] code. We have

2 ¢ )
5 (Y- 0
i=0
By the sphere-packing bound, d—tl < 5. So we have
T, =4ifqg =2
* ¢ > 2: Let « be a primitive element of GF (¢). One can
verify that (30) is satisfied with co = —a, c3 = o — 1,
(z1,91) = (1, 1), (w2,92) = (1, ), (w3, 93) = (1, 1+0).
Sod, =3ifg>2.
C, gives optimal codes when p = 2 and t = 2,3, and 4.
Thus, the codes C; and C; contain optimal codes when p = 2.
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However, they are not among the best codes known when p > 3,
although they are good codes. We are interested only in C; for
our secret sharing purpose.

The code C; is constructed using a class of perfect nonlinear
functions

fa,bl-,bz ($7 y) = Tr(a:vy + b1$ + b2y)
where a # 0, and a class of linear functions

fO-,bl,bz (1177 y) = Tr(blx + b2y)

VI. CONCLUDING REMARKS

The main objectives of this paper are to construct good linear
codes and derive secret sharing schemes based on them with
nice access structures. The linear codes presented in this paper
do contain many optimal and almost optimal codes, as shown
in some of the previous sections. If a perfect nonlinear function
IT from GF (3™) to itself satisfies the two simple conditions in
Theorem 6, then the ternary code Ci has parameters

[3™ —1,3™ — 1 — 2m, 4; 3]

and is thus optimal due to the sphere-packing bound.

We pointed out in Section III-A that when II(z) is a power
function, the code Cyy is equivalent to the dual of a cyclic code
with two zeros. In this case, the code Cy and its dual are not new.
But our contribution to the study of these codes is the very tight
lower bounds on the minimum distance of Cry and Cyy described
in Theorems 4 and 5. As mentioned earlier, some perfect non-
linear functions II are not power functions. In this case, the code
Cr1 is not cyclic and could be new. Note that our constructions
of the codes Cry and Cyy are generic. As long as we discover new
perfect nonlinear functions, we will obtain new linear codes.

Here we inform that Ding and Yuan [13] have just discoverd
a new family of perfect nonlinear functions which are discribed

in the following proposition.
Proposition 31: (Ding and Yuan [13]) For any u € GF (3™)*,
gu(z) = 21 — ux® — u22? is a perfect nonlinear function from

GF (3™) to GF (3™), where m is odd.

A k-element subset D of a finite Abelian group G of order
v is called a (v, k, \)-difference set in G provided that the mul-
tiset {dy; —ds : d1,ds € D,dy # da} contains each nonidentity
element of GG exactly A times. A difference set D in an additive
group G is called a skew difference set (or antisymmetric dif-
ference set) if and only if G is the disjoint union of D, —D, and
{0}.

Ding and Yuan [13] have also proved the following.

Proposition 32: (Ding and Yuan [13]) Let m be odd, and v €
GF (3™)*. The set inage(g,,) \ {0} isa (3™, (3™ —1)/2, (3™ —
3)/4) skew difference set in the Abelian group (GF (3™), +).

The new family of perfect nonlinear functions of Proposi-
tion 31 yields more linear codes within the generic construc-
tion of this paper. In addition, the difference set property given
in Proposition 32 may be used to prove more properties of the
linear codes.

The secret sharing schemes based on the dual codes of the
error-correcting codes from perfect nonlinear functions have
two types of access structures. The first type is democratic, and
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the second type has a few dictatorial participants. Both types
could be useful in applications.

Regarding the linear codes and the secret sharing schemes
we proposed seven open problems. It would be nice if advances
on these open problems could be made. We invite the reader to
attack these open problems.

Finally, we mention functions from GF (2") to GF (2™) with
optimal nonlinearity were used to construct [2™ — 1, 2m] binary
codes in [5] and [4], where good and optimal binary codes were
obtained.
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