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INTRODUCTION

Man-in-the middle, Phisher,
Or annonymous proxy
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SCENARIO

We have 2 routers, 2 PC and 1 server. One ;

router help another router to detect rogue ;

APs, another router keep working as usual, Rogue AP 1 L} o

the 2 PC will act as the soft rogue AP by e Local LAN

using hostapd, and the server for providing Ordinary Router e ‘

database function. - E
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There are mainly three parts in our system cycle:

| (1) Discover packet (2) Find type (1), (2) rogue APs (3) Find number of type (3) rogue APs, if any. |

Partl Discover packet
v Sniff packet with Libpcap
v Only get beacon frame

Part2 Find type (1), (2) rogue APs

v Compare SSID and MAC address with
the information of local routers

v' If match move to Part 3

v' If not, Type 1,2 Rogue APs Detected

Part3 Find number of type (3) rogue APs, if any.
Calculate Clock-skew using 200 sniffed packets
Compare the Clock-skew with the reference

If match NO Rogue Detected

If not match separate the data into different data set
and count number of them

Number of datasets — 1(The ordinary AP) =
Number of type 3 rogue APs

And Type 3 Rogue APs Detected
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RESULT

Normal Operation
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Database will show rogue record with type(3) and
the number of routers exists is 3.

Two likely straight line showing on source
timestamp vs local timestamp

There three line showing on clock-skew chart
Various range of clock-skew shown on each

routers
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CONCLUSION




