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Introduction

Objectives

We aim to design a webpage that allows people to try secret sharing scheme.
The scheme that we are implementing is the Shamir’ s Secret Sharing
Scheme. It mainly divides into Secret Splitting (Encryption) and Secret
Recovering (Decryption).

Shamir’s Secret Sharing Scheme

- Introduced by Adi Shamir.

- Divides a secret into n parts, giving each participant its own unique part, where only some,
any k out of n participants, are necessary for recovering the secret.

- Secret: An element S € Zp, where p is prime number. This value may represent ASCII value
in order to give us words and symbols after certain conversion.
SParticipantsiPPe ey B

- Computing and distributing the shares: A dealer first chooses n distinct nonzero elements of
Zp, denoted xi, 1 <i < n < p. The dealer then gives xi to participants Pi. The values xi are
public. Then the dealer chooses (independently at random) k - 1 elements a, as, ..., ak-1 € Zp.
For each 1 < i < n, the dealer computes yi = f(xi), where

k-1
fx) = 8 + X ax modp
J71

The dealer then gives yi, which is f(xi) to participants Pi.

- Reconstruction: Suppose that the function y = g(x) is known at the k points (x1,y1), (x2,y2), ... ,
(xk,yk), where x1 < X2 ... < Xk,

= - ol 2 4 ol K-1 = .
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Consider the equations above, we can treat them as creating a polynomial fk-1(xi) = yi using the
idea of Lagrange Polynomial, which is one of the methods to recover a polynomial by given
sets of xi and yi

X=X

l‘-
f@)=2y, [I = modp

=l l<isk, iy T Y

And thus, the secret can be computed by S = f(0), since only the constant term S is left.
k i
S =f0=CQy Il (% )modp)modp

=l 1<i<k, iz 77
We can use geometry to explain. In Cartesian coordinate system, we can define a straight line
by two points, define a parabola by three points, and define a cubic curve by four points and so
on. Generally speaking, it takes k points to define a polynomial of degree k-1.
Shamir’ s secret sharing uses the same principle. It generates k keys (parts) since k points to
recover the polynomial of degree k-1 where the secret is inside the polynomial.




Methodology

System Architecture

INPUT PROCESS OUTPUT

Other User 1
Secret: XXX —

input info No. of Shares: |_(e_g_3)_| Split the secret Share 2 | —> Other User 2

Threshold: | (e.g.2) | . ther User 3

/ A set of shares o k.ey ¥
. distribution
Decryption: SSSS Web Application

Other User 1
Share 1

At least | Input i
Other User 2 e ShF;res sislleeien | o ol Secret

Shares

Other User 3 Recover the secret

Encryption:

Secret Splitting (Encryption)

AR - g RY 1. Create an array for representing polynomial and
secret: ABC A B C one polynomial represents one character

©of 1t 1

2. Each polynomial contains various properties
@ [ polylo]  poly(l]  poly2] |

e.g. coefficients, threshold, shares, etc.

I | (O SEay T O

- coeff: int array E shares[1] = ) ] S —> dkey[0]
- threshold: int

< shares[2 : —> dkeyll]
o yvalue & 4. In distribution of shares, each key
: —— dkey[n-1] : !
- contains the x input and all the
corresponding y outputs.

Secret Recoveering (Decryption)

@ Ememj shares 237 =567, @ 1. Separates the keys and stores them in an
368,,= 872, array, followed by format checking.

= 368... temp_lines[0] line[0]

- 289...] temp_iinesi1 | format .. | line[1]

AR o e e " 2.Creates an array to store the x and y values

in decimal format of the corresponding

™. elements from the input.

3. A 2D array “shares” stores the x inputs and
y outputs, where y = f(x) mod p.

E shares[n]

n = no. of shares

3. Creates an array called “poly” for integrating

x and y values in “lines”. In each “poly”, a 2D
Calculating array “shares” stores the corresponding x and
by using shares

Bact s : = y values by extracting from the keys.

IIBII ( i

2] ..

4. Calculates the initial ASCII value of that character

in each “poly” and aggregates all these characters
into a string.




Results

Graphic User Interface

Shamir's Secret Sharing Scheme

Split the Secret

This is a demo ThiS iS the page Of
— splitting the secret
Theshold: & message to ten shares.

Distribution keys:

001 - 2fe24e0893b43b60eb0ca03f3bf22b32b17020403a
002 - 3bat1a92c911f0170b70942411720e42d30320c0020
003 - 2fe26c0131c20881490693ab3bb 1fe0c828¢ 12938e
004 - 00a31d0f410208f3d30652ad 3550be0f2 135220203

005 - 0b20ba2590143511730282072b81741eb2fd344253
006 - 1ca26813e2180192912bb13f26a1e70e418a3d7349
007 - 2d521527806a18039c2e 10860ff11f16f0b63d9371

008 - 2203d63212002600b92ab0b82e334a1d02e0188118
009 - 027262062027 14d1723ae35¢2¢62282¢712212a216
010 - 2152¢73221c609515831e2da1300843ab2af3de055

Recover the Secret

Enter the shares:
003 - 2fe26c0131c20881490693ab3bb1fe0c828c12938e

004 - 00a31d0f410208f3d30652ad3550be0f2135220203 ThlS 1S the page Of

005 - 0b20ba2590143511730282072b81741eb2fd344253
006 - 1ca26813e2180192912bb13f26a1e70e418a3d7349

007 - 2d521527806a18039c2e10860ff11f16f0b63d9371 recovering the Secret from
arbitrary five shares.

Secret:

This is a demo

Evaluation

Accuracy: The program can correctly splits the message and reconstructs the message
when there are sufficient shares.

Running time: It depends on the length of the secret message and number of thresholds.
Generally, the running time is acceptable when both the length of the secret
message and number of thresholds are in reasonable range. (Length of
message: a paragraph number of threshold: within 50)

GUI: User-friendly layout with simple buttons.
Consistency: ~ Same result occurs in different machines and different browsers for recovery

Mobility: Able to access the webpage with any electronic devices if internet connection
is available.

Conclusion

The webpage can splits and recovers the secret message with no error now. However, if the
algorithm is enhanced and the code is improved to be more concise, it is believable that the
length of the message can be longer and number of thresholds can be larger.
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