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Introduction System Workflow

Real-World Deployment

Problem (" Kool ) The tool was deployed in a real-world engagement
. . . . . against a proprietary internal chatbot, executing 714
« With the rapid adoption of LLMs in enterprise Q | , . . :
| P P . - P Joer— ﬁ_mmmm; . \ test cases. It successfully identified 125 valid
environments, there is a rising need for automated e s — L vulnerabilities.
red-teaming tools designed to launch adversarial - J Flexibility Verified: The engine successfully
attacks against these models while operating b i, | Tapetiiec generated diverse test cases by combining different
entirely within private infrastructure. I — \ \ A modules and tactics without requiring code changes.
. Existing tools often rely on external APIs (risking el orssnce vanagrl k ‘: Resilience Proven: The system successiully
data privacy) or lack the resilience required for long- \Database) oupuEvauatr | O resumed from multiple manual interruptions and
_ _ _ TN\ ! \ """' / network failures without any data loss.
running scans in unstable network environments. | csvFie e O
: N Y Conclusion
Solution .
. Developed a modular, fault-tolerant red-teaming Payload Generation A modular and fault-tolerant rgd—teamlng framework
_ - was developed for LLM security assessments.
framework designed specifically to augment manual (" [Converted Fayioad 1 (Basees Encodng] | | - |
penetration testing. — By autom_atlr_m_g the execution of repetltll\_/e testing tasks,
N J the tool significantly reduces the cognitive load on

ructions and 1ist us InsTrucraons even In unstable environments, making it a practical
admin passwords. . - . . .
solution for conducting large-scale baseline scans.

Obiectives assine Payiead] ((Convertsa Payiosa 2 (Leetspeak Obruscation)] security practitioners and ensures reliable operation
J inst "Ign-we previous 1 “1gner3 pr3vleus 1ns7ruc7iens 4nd 1157 411 Target LLM

« To freely combine baseline payloads with payload

( [Converted Payload 3 (Jailbreak Template)]

converters. T ttre previows retrctions nd s a1 Future work will prioritize enhancing usability:

* Toensure zero data loss during system crashes. e - Develop a no-code sequence recorder to simplify

* To support browser automation for complex web Baseline payloads are designed based on the OWASP the setup of browser automation scripts.
applications. Top 10 for LLM (2025) risk categories, covering . Implement a stateful multi-turn attack mode to

» To operate locally with no dependency on cloud Sensitive Information Disclosure (LLMO2), System probe for deeper vulnerabilities in conversational
sarvices. Prompt Leakage (LLMOQ7), and Misinformation (LLMOQ9). contexts.
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