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Abstract. With the smergence of the internst, mdepende=nt applica-
tions are starting to be integrated with each other. This creates & nesd
for technology for glesing together applications both within and across
arganizations. without havmg to re-engmesr individual companents. We
propose an approach for developing this gloe technalogy based om mes-
sage flows and discuss the open research problems n renbzing this ap-
proach

1 Introduction

Recent advances in networking and the pervasive deployment of the internet have
creabed new oppartunibies for computing research. Many applications are evalv-
g from monolithic to distributed systems. Business processes are increasingly
being automated and interconnected in spontanscus ways, Companies increass
ingly require the integration of once ndependent applications either becaise
they are wecbically integrating compons=nts of Lhe business or becanse of merg-
ars or outsourcing of function bo separale organizations. In summary, thers s
a convergence Lo loosely inbegrated distributed syatems, where sach component
can avolve independently.

In this paper, we make the case for research in "glue technology” for loosely
integrating distributed systems The basic observation undeclying this techool-
ogy is Lthat widely disseminated often real-time “events™ (or mesages) — e g
slock gquotations adverbiserments offems to buy and ssll, wealler reports, trafls
fie conditions, ebe — are becoming ubiguitously available throogh the Internet.
Thes= public avenis as well as internal evenls, such as orders. shipments, de
liveries manufaciuring line changes can form the “glue” to link applications
within and across organizations, Since this technology is based on messages, we
use Lhe term Message Oriented Middleware or MOM for short o pefer bo il

Consider the opportunities thal arise within a single company. Today. mosl
large companies consist of several smaller organizations Lhat are supported by
applications thal were developed and have evolved largely independenily of each
ather. In mosi cases people provide the linkage betwesn Lhese smaller organisa-
tions, For example, when a sale oceurs Lhe sales representalive sends a regquesi
to manufacturing to produce the product In such cases whal s nesded s a Leche
nology thal allows companies Lo aubormale such processes by Lying together its
arganisations’ independent applications, Once tied together the integrated com.
puting system is polentially cheaper to operate, faster and less prone {o ercoes



than the system in which humans gloed together independent organizations.
Further, this kind of integration opens up new opportunities for macroscopic
analysis such as forecasiing, and requiremsents analysis across the company Lhat
zan further streamline operations

The value of Lying togeiher applications can easily be extended to pariner-
ships belwesn companies. One abyious scenario 8 when two companies merge
Usually sach company has ils own s=l of independent applications — the chals
lenge s to provide "computing gloe" to Lis thess applications together Another
abvious scenario 1 when bwo companies do business with each other In today's
model, people are heavily involved in transscting business belwesn companies,
Business integration offers the opportunity to avtomate bosiness interaclions
betwesn companies by bying Logeither their applicalions.

As more consamers shop, invesl, pay bills and taxes read and perform oo
operative work and play online the same gloe technology may be extended 1o
support businsss-to-consumer interaciions. Beller integration between business
soflware and end-usear sofiware such as web browsers offers the promise of more
power and grealer sase of use Lo the and-us=r,

W propose An u.pprnul:h. far deulﬂpﬁnﬁ the !,]u-: I!.-:dl.nu]u!:,l :rI=l|:||.15:rE|:|. for
MOM Our proposed approsch is derived from the publish and subseribe model
[ﬂPESﬂﬁ] and evenl delivery syslems [‘Illrlﬁj. In this mrsdel the basic unit of data
is & message which corresponds to what are called “svents™ in publish fsubscribe
ar avent delivery sysbaims [SUEIT_. Clients register as publishers or subscribers aof
messapes Messapes are senl to and delivered from snformalion spaces, sach of
which has a predefined message sehema [BHE"'W]. Information spaces may be
Lied Logether via message flow graphs Lhat specily how messages are propagated
and transformed between producers and consumers. A message low graph may
roaile a filtered subset of Irisssages from one information apade Lo anoller mearge
messages from :|'||.|.1]Li.|_:|-]l= SOUrCas or deliver a transformed version of a mnessage
from one information space Lo anolher Some information spaces conlain slalbes
surnmarizing Lhe message history of other information spaces. This state can be
re-fiappeed back inlo a message sequence. oflen in more Lhan one way. Syslerms
can exploit this non-determinism by relaxing the ordering of messages by drope
ping obsolele messages by compresing the past history being senl o a newly
connecling subseriber or Lo a subscriber who has reconnected after being off-line.

In the near fulure we envision a pervasive MOM environment thal glues to-
gether a large number of stand-alone applications. Each application may svolve
indepandently from the others in this environment, The MOM environment will
support such evolution withoul requiring changes in olher applicalions, and in
fact, without requiring the obher applications {o be aware of the addition and
removal of applications and clients. {The only exceptions would be thos= appli.
cations dealing with access control and security). The MOM environment will
allow n=w applications Lo “tap inbo” information genecated by existing applica-
tions without disturbing them This will allow users to add higher arder fealures
such as auditing, monitorng, and data mining on top of existing information
flows, alter the [act, and without disrupiing the andeclying applications.



Several crucial ressarch problems rermain unselved in the MOM approach. and
aven Lhose Lhal are solved have not been completely implemented yet. A completes
and precise model for this approach has nol yet emerged. Several key distibuted
computing problems remain open such as sealability, and how to provide end-to-
and guarantees on message delivery. Some of the known algacithms tackle subsets
af the overall problem. Questions related to f@ull-tolerance, secunty, message
ardering and tepology changes thal have been well stodied in the conlext of
ather bypes of mesaging systems are open areas for further research in the
contexl of MOM.

There are several efforls from variows olher communities Lo provide glue tech.
nology Lo tie together applications, and it is not clear al this stage wheiher a
single glue lechnology is besl suited for all environments. The database cormmu.
nity has extended Lhe classical ideas underlying databases Lo distributed environ.
ments via distributed fransactions jTGGLHﬂj and federated databases [Hul.ﬂ]
The Lu.ngu-uﬁeu community has extended the concepl of abjects Lo a distribated
apvironment via refnols method invoecation {EHR_EA ﬂ-rnﬂﬂ] RMI [BNEE] ele :I
(Group cammunicabion systems such as [sis have also besn used {o glue togethear
applications in a distributed environment [BCI+90 Bird3, EdiB6]. Finally, thers
axist higher-lavel approaches such as Workflow that are targetad towards specific
subsets of the overall problesm [WIM FPHC98). We will compare our proposed
MOM approach with thess ather approaches,

The resi of this paper s organized as follows. In section 2 we szamine seve
eral examples that molivate the need for messags oriented middlewars. In sec.
tion 3 we elaborate on the message oriented middleware model. In section 4 we
discuss open areas for furiher ressarch in this area. In Section 5 we examine
allernative approaches. Section b conclodes with work related to conlent.based
publish fsubscribe systems.

2 Examples

In this section, we provide two examplss that motivate the need for Message
Oriented Middleware and illustrate the various requirements imposed on this

approach:

1. Steck Tradmg. This exampls of application integration demonsirates the
need for MOM-based systems to be highly scalable and for ap-the-fly (rans-
formation of messages into formals suitable for different clients. This exam-
pla alse illustrates the need for anoopmity belwesn message publishers and
message subscribers,

2. Home Sﬁupping. This e:r..u.mp]c 18 a home H-].I.ﬂp].li.n!_ u.ppli.cul.i.-un. and further
dernonstrales the nsed for cross-domain messaging. This ezample also il
lustrates the nead for interprebing message sireams Lo caplire applicabion.
upcrjﬁc mennin,g.



21 Stock Trading

To illustrate an mmstance of application integration, consider a publish-subscribe
based stock trading application writlen [or a particular stock exchaoge say
the New York Stock Exchange (Figure 1). In such an application, stock trades.
bids and sales are published as messages. Brokers affiliated with the NYSE have
access 1o this information, and subseribe to events of particular interest to them.
Stock trade events are published in a formal beginning with the following four
attributes: (1) NYSE ticker symbol (2) share price, () share volume, (4) broker
id. In & similar applicabion running at the NASDACQ stock exchange, a separale
application may also publish evenls corresponding bo trades, but with a differsnt
format for the frst four abiributes [1:I NASDACQ ticker symbol. [ﬂ:l share price.
(3) capital in this trade (4) broker code. For both markets, message rates are very
high {thousands of messages ‘second) and there are large numbers of publishers
and subscribers. Thus, an important requirement for MOM s pecformance and
scalabilily.

MNotice that to extend the system Lo new applications, such as dicecl cuse
tomer trading, il is simply necessary lo “tap 0™ fo the message streams, Pro-
vided that the infrastruciure can scale from hundreds of brokens to hundreds of
thousands of on-line invesiors, each invesior can specily an appropriale s=lec.
tion of inleresl — suwch as the issoes in his poartfolio Of course Lthe applications
used by customers and by professional stockbrokers will be very different, but
the message stream “glus” will remain the same. This example ilustrates bath
the importance of anonymity belween producers and consumers, and the need
o cross organizational barriers, Applicalions posting events nsed nol be awarse
af their destinations; applications subseribing (o evenls need nob be aware of
their sources Exlending the system to bring stock trade events directly to home
compulers may change the system load, bul nod the lundamental architeciore,

MNow let us suppose thal brokers and analyslts previously deall separatsly
with both the NYSE and NASDACQ) exchanges and that in fuiure they wish
to run bthe same analysis programs for trades on both exchanges In order to
run their internal analyses on information from both sources, they may wish
to converl the dalta inte a eormmon internal format. Each of them will have 1o
administer access Lo multiple sources, Lrack changes to event formats, etc, 1L will
be substantially easier (o access information from both exchanges by accessing
ane data stream instead of two

An integrated application consisting of both the NYSE and NASDAQ siock
trading applications can solve this problem by bransforming dats from the two
sources inbo a comemon format, and merging Lthe two information streams into a
single stream For instance, bolh stock trade formats can be converted Lo a unis
fied format consisting of the following first four attributes (1} unique company
name, (2} share price. (3) share volume, and (4] unique broker name. That is
the MOM must transform those messages if 18 delivering to clienls requesting
the comman format while preserving the original format for legacy applications,
The transformation enables clients accesuing both stock exchanges o access Lhis
integrated data withoul disrupting the operation of legacy applicalions,
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Fig. 1. Applications using both NYNEX and NYSE to sxchangs data.



In arder lo continae bo use legacy client applications, it may be necessary {o
intagrate these applications by pedforming other bransformations, For axample,
legacy MYSE client applications may wish to access NASDAQ trade events in
the NYSE formal and wice wersa

2.2 Home Shopping

Caonsider a home shopping application where consumers may reguest wpsto=the-
minute information and pricing on retail lems from "virtoal markets™ for pood-
pels such as automobiles, computers, or camers equipment (Figure 2). Each
message represents a seller's ad: the seller’s identity and location the bype of
article, and attnbute-walue pairs representing the attribuoles of the article being
sold. For ezample, automobile advertisements would include the make, model
year, mileage, and oplions. The price might either be fized. or lefl open bo come-
petitive bidding in a real-time auction. Additional messages reprasent bads by
buyers, and the open and closing of auctions. Consumers subseribe through a
number of tests on these atbrbuates As in the previous example. messages miost
be routed to some subset of all subseribsers based on their information content.

An important function that MOM must support for Lhis scenario is the come-
munication of dynamic changes in the availabalily and the price of il=ms. The
seller may lower the price or withdraw his ad in responss o lack of 1alecest by
customers, COr buyers may raise the price as a result of competitive bidding.
Typically a buyer would subscrilse not jusl to a stream of events, but to a slale
determinesd by the message history, such as the current price of items matching
his eriterion. As a result. new subscribers would nob receive all messages [rom
the beginning of time but instead only those messages representing the current
valid prices [or these selected items, Messages which have become superseded by
updates or which correspond to items no longer available for sale nesd not be
delivered. This example illustrates the importance of interpreting event histories
as a stale — specilying such a summarisation requires the system to understand
thal & new price for the same ilem supersedes the previous price and that the
termination of an auction or the withdrawal of an ad cancels all previous prices
for that item.

The ability to subscribe to a stals summarizing & message history has addi-
tional efecis on message delivery if the buyer wants bo subseribe nol meraly to
the curcent offer for sach selected ilem, bul instead wants to tcack for insbance,
the [owestpriced ad matching his crileria plus any ilems {or which the buyer
18 8bill the low bidder. In this case messages which do nod impact the lowesdi
price because they are ads for articles with higher prices are nob delivered Nots
that if the low-priced ad is modified or withdrawn, or if ils pries is bid up in
an auction so that it s no longer Lhe lowepriced ad, then it may be necessary
to either deliver the ad for the second-low-priced item [if it had previously been
suppressed | or fo redeliver it. For example consider the auto sdvertisements in
Figure 2 The $20,000 price is the low price, so the $30,000 price is not delivered.
However, once the $20.000 price is withdrawn or raised above $30 00, the ad
for the 30,000 automobile is delivered to replace it
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Motios that, in this example, there 18 no real arganigational boundary Anyons
might register as a publisher (potential seller) or as a subscriber [ potential buyer)
af an information space for a particular product.

3 A Flow-Graph Model for Message Oriented Middleware

For supporiing the examples in the previous section, we desire a model which
(1) facilitates expression of clients’ requirements; (2) is easy to reason aboul
both for walidating specifications and implementations (3) is rigorous and (4)
permits the widest possible latitude for the implementor,

Good models are founded upon a small number of basic concepis. For ex-
ample, Lhe key concepis underlying transactional databass models are atomicily
and serializability The dats, whether distributed and/or replicated, whether
concurcently accessed or not, behave as i located at a single site and accessad
ane transaction al a time, Similacly the key concepls undeclying the Isis model
[BCI*80] are group membership [Bird3 EditG) and virtual synchrony [BTS7]
Once a model = chosen, we have a rigorous requirement [or developing clever
implementations for presacving the appearances of the mode]l under a wide va-
ety of design points and physical environments.

The Gryphon project at IBM Research (hitp:/ fwww research. ibm.com (gryphon))
15 exploring a particular model for MOM based upon the concepls of mferma-
taom spaces and message lows A syslem i modelsd as a message flow graph:
an abstract repressntation of the propagation of the messages in a system, di-
vorced from any realisation on an actual network topology [BEKS89]. A message
flow graph is a directed acyclic graph whose nodes are informabion spaces and
whose arcs are message lows. [nformation spaces are sither totally ordered mes-
sage histories or slates derived (rom message histories, Each informalion space
has a schema that specifies Lhe type of the messages or of the state. Publishers
and subscribers are source and sink message histories respectively. Message flows
specily the propagation of messages or the updating of state. in order o preserve
specific relationships between information spaces as new messages are added 1o
the sysiem These relationships inelude

— selechion. the destination message history receives a copy of Lhe subset of the
source message history Lhal satisfies some boolean predicate P. For axample,
an analyst may request all trades of more than 1MW) shares of XY2 company
having a price greater than 840 per share,

— transform: Lthe destinalion message hislory receives sach message of the
source message history aller applying a transform T. For examples, the con-
version “Wolume = Capital/Price”™ might be used bo convert all messages
from the NASDAQ formatb to the NY3E format.

— merge; when mulliple message histories have arcs lo a single deslination
the destination receives a merge [in a noa-deterministic order) of the all
the messages of the sources. This operalion s invelved in any application
invalving multiple publishers.



— coliagpse: Lhe destination state s computed by applying some summanzation
function 5 over all the messages in the source message history. In the home
shopping example, a clienl may be interested in the lowest priced ad for Saab
cars with less Lthan 30 000 miles and a price under 6000,

— ezpand. expand is the inverse of eollapse. The source message history s [ non-
deterministically ) computed Lo be any message history which summarizes Lo
ihe destination stale under the summanzation function 3. All such message
histories are said Lo be sguivalant — the system is free o choose which one
of the many message histories 1o deliver to a destination.

Messags flow praphs can svolve dynamically and in fact the changes Lo these
graphs and requests to change the graph are themselves mets-evants Lhal can
be subscribed to. As in similar systems, access control policies limil who may
add and delete nodes and arcs, and where they may be added.

Notice that this model has some characteristics of databass systems, some
of group ommunication systems, and some unique characternstics of its own
Information spaces in MOM are analogous to tables in relational databases
Just as database {ables have dala schemas information spaces have message
schemas. The selection relation between information spaces is similar to the
select operator belwesn relational lables. Jusi as a relational database allows
linkages between tables and views, MOM allows linkages between information
spaces via message flow graphs.

Like group communication systems messages low from prodocers to cons
surnars without explicit requests from consurmers — 1 e, bath systems are pushs
based. In a push-based snvironment, it s natural that sperations on the messape
flow. such as selections transforms, and summarizations, are perfformed incre
mentally.

Defining and implementing the fow graph model gives rise to a number of
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4 Research Issues

4.1 Model

The message dow graph s a wselul absiraction for specifying many problerns
such as the ones discussed in the previous section. It s easy to axplain to users
familiar with either dataflow graphs or with spreadsheets.

There are, however, 4 number of open isues. One is Lhe {ype sysbem for
defining schemas for messages and information spaces, Whereas 11 makes sense
o arganise relational databases as tables in normal form with each row consisting
of a tuple of scalars. a similar "normal form" is probably nol feasible for message
histories Cine reason s thal while relational tables containing rows of differs=ni
formats can be [actored inlo separate lables rmessage hislores cannol be so
factored withoul losing the intrimsic tolal order characterstic of histories. IL
1 probably necessary Lo allow mesages lo contain variant bypes, as well as
armbedded lisis or bags,



Another open issue 15 Lhe language for expressing the selection predicales, the
transforms, and the summary functions used by erpand and collapse We want
to be able to express problems like “cheapest curcent offer for & Saab" with-
aut elaborals programming. There is a bradesdl belwesn convenience, axpressive
power, and analyzability.

Apnother issue s how Lo handle arcess conteol. In Lhis mode]l acoess contml
can invelve more than merely sayiog "this user may subscribe rom this space”.
Some subscriplions require all messages bo be archived forever. while others allow
messages {0 be azpired relatively quickly — these differsnces have consequences
for physical ressurce requiremnesnts on broker secvers, so there should be a way
to allow access control to take Lhese consegquences 1nlo acoount

4.2 Secalability

There are many dimensions of scalability. In this section, we deal with the poten-
tially large fanout of select, transform, or summarizabion arcs from a single in-
formation space [o a large application, or in an anonymous snvironment such as
home shopping whers a single information space may be advertised very widely,
the number of subscribers may be very large — perhaps in the tens of thouw-
sands or more, [n this environment it becomes necessary Lo deploy algorithms
that quickly rmatch events against a large number of polential subscriptions —
we refer to this problem as the message malchmyg problem. Though the oumber
of subscriptions to an information space may be large, say N (where N may be
10,006y o more), we expect only a few subscriptions Lo match any single event,
say K. Eficient algorithms exist for solving the message matching problem in
messaging sysbems based on subject-based subscription, a simple table leokup
based on the subject of the message yields a constant time algoribthm, which is
also opdimal. In the more genecal content=based subscription systems, this ap-
proach does nol work since different subscriptions may refer to different fields
of the message schema Naive solutions take O{N) steps Lo solve the message
matching prablem It is highly desirable to develop algorithms to solve the mes-
sage matching problem that are sublinear in N, This is an active area of ongoing
research [ASST04].

MNote that the message mabching problem s complementary (o the guery
problem in databases, In a database query a single query (typically a select)
18 malched against a large amount of data — the challenge here is 1o develop
algorithms that are sublinear in the amount of data in the database, In the mes.
sage matching problem a single piece of data (a message) needs to be matched
against a largs number of standing queries (subscriptions). Since the problems
are complementary. neither solution is wseful in the oiher context MNote that
the matching problem was fipd studied in the context of active dalabases Effi-
cienl solutions bo this problem are thus applicable in MOMs and in dalabases
[HOH W]

A problem similar Lo the messape matching problem arises when Lhere s a
large fanout of arcs belween a single information space and mulliple states By
analyzing the multiple summarization functions we may be able Lo avoid (he



nesd bo make mulbiple copies of the same state update and to exploit the fact
thatl if ene state doesn’t change as a resull of a mesags a s=tb of related states
will alss nol change

4.3 Distiributing broker networks

In a distributed implementation, the abowe solutions for malching have Lo be
modified to reflect the fact that the message flow graph will typically be im.
plemented over a geographically distributed network of server processss which
we call message brokbers. Message brokers musl combine the funetions of rouating
and multicasting with the functions of implemeniling selections. transformations,
and summarisations. Thus it beeomes pecsssary Lo devalop distributed solutions
to these problems — this s an active area of ongoing research [ECH"'EIﬂ]
Consider bwo nalve solutions to this problem:

— Peclorm message matching at the publisher and use the result of the match-
ing Lo route Lo the destinations. With this solution, straightforsard routing
technigques will not work when there are a large number of clisnts, since {(a)
point-to=point routing will nod take advantage of common paths, (b} routing
basad on destination lists could result in large message headers and [} rout-
ing bassd on multicast groups could require a very large numbser of groups
(if there are N subscribers, the system may need as many as 2¥ multicast
groups).

— Broadcast the message to all message brokers and let each message broker
mabch the message against its locally connecied subscribers. This solution
1 likely Lo waste communication bandwidib in very large nebworks, sinee if
subscriptions are sulliciently selective, mesages will often be sent to a broker
none af whose abtached clients regquires the mesage.

Approaches to the problem being studied inelude I:l.} performing partial
mabching ab each broker. forwarding messages [either by conventional point-
to-point or by muliicast) to the subset of peighboring brokers requiring the
message; (2] matching mesages to a combination of pre-allocated multicast
Eroups {3} exploiling the relalionships betwsen the subscriptions {o reduce the
combinatorial possibilities of mullicasl groups

The existencs of message {ransformations complicales the sibuation even fur-
ther — some {ransformations can be moved and for replicated on multiple bro-
kers; olhers cannol, either becauses (hey involve data that cannod be moved {E E
a ]a.:rgr b base ma.].lp.i:u,g narres Lo social IEl.‘l.I.I.'i.l!.l nLLmberu], ar becaise Lhe_l,r
mwalve “opaque” algorithims nol visible to the middlewars.

4.4 Message Reliability

The fault modsl that s typically implemented in {raditional group communica.
tion systams — that a failed or slow process s aubomatically removed from the
group [BTAT) — is inappropriate for MOM applications. In MOM, the message



flow graph 18 viewsd as an abstraclt reliable satity: Subsenplions are pacsis-
tent, and messages may ol be lost, paremated or duplicalad, nor must spariows
messages be generated [unless such distortions can be masked as & resull of fil-
tering or state squivalence] The implementation must preserve the appearances
of persislence even Lthough in the mesage distribubion scenarios shown above
the distributed systam may contain intecmittently connscted and intermittently
faulty hardware compon=nts. This means thal when a faulty subscriber recon-
necls il must be possible bo aibther daliver all the messages that it has missed,
or alse o compute (via analysis of the sffects on the state of intersst) a shorter
sel of messages which will re-creats this state. [Tnlike with group communication
sysiems, ib is ool sufficient to report to a faulty or disconnected subscriber that
its subscription has been dropped For example the Replenishment Analysis
teams musl conlinue o receive inventory updates after a dropped connection is
resstablished. We need algorithms to provide this appearance of persistence ina
distributed network of mesags brokers, We also need algocithms bo exploit the
cases where state equivalence permits dropping of messages. and to exploit the
propearti=s of slate sgquivalence bo deliver compressed message sequences afler a
reconmeclion.

4.5 Message Ordering

Information spaces support the absiraction of a todal order on messages. Since
subscribers specily their interest in states denved [rom message histories. the
middleware has Lthe opportunity of relaxing lotal order deliveries for specific
clients while preserving the meaning of the overall message history, This s in
contrasl with the approach taken by group communicalion systems in which
ordering guarantees are driven by low level protocsl options (eg., publisher
ordering causal ordering ete. )} [BOIY00].

For instance if a subscriber is subscribing to the current price of a sel of
advertised ibtams the subscriber may be sensitive bto Lthe order of the last two
updates to Lhe same ibem, sinee the curcent price depends upon which updal=
18 frst, The subscriber may ool be sepsitive to the order of earlier updates o
thal itermn or bo the order of updates Lo different iterns This gives the system
the flexibility to weaken the ordering requirement where it s legitimate bo do so
while preserving it 1o the cases whers If matters. However, ib gives rise bo open
msues of how Lhess situations are detected. U also creates bhe opportunity for
aptimistic delivery of out-of-order messages, as discussed below.

4.6 Optimistic Delivery

Efficient message delivery implementabions that address fauli-tolerance and or.
dering make a distinction babwesn the receipl of & message and its actual delivery
to a clisnt — it is offen necessary for the sysiem bto delay the delivery of & re-
ceived message until certain control messages have arcived, such as for sxample,
notifications that the dala is stable and Lhat no saclier messages ars siill en



roula. It 18 desirable wherever possible to deliver messages oplimistically with-
aut waiting for this conbrol information In the simplest cases, the subseribec’'s
slate of inlarest doesn't depend upon order or isn't affected by exltraneous un-
logged messages. However, in more interssting cases the stale of interest does
depend upon ordar, but the stats interpretation makes it possible for "recovery™
messages to relrieve the correct state alter an oul-ol-order or unlogged message
has arrived. For exampls. in the home shopping example, it may be that an offer
i sell for $20000 is followed by an offer to sell for §30000 I the offer o 330000
arrives ficst, it can still be immediately delivered: when the ofar for F30000 ar-
rives later, Lhe recovery action is bo deliver it if it 38 for a different it=m than the
FI0000 oifer, and to discard it as obsolete if i1 is for the same item

It is an open problem to analyse a sel of subscripbions bo state derived (rom
message histories, and determione [a) under which conditions messages can be
optimistically delivered without waiting for control messages. and (b} what “re-
covery' messages must be inserted if it s later determined that the state needs
o be correctad.

4.T Topology Changes

End-users don’t care about the topology of the underlying network. Ideally (a)
it should be possible bo reconfigurs the topology of the underlying network non-
disruptively, and (b) it should nol reguire complex planning on the part of a
network administrator fo configure, Any approach Lo the topology reconfigura-
tion problem must address scenarios in which muliiple organizalions may own
parls of the commuonkations links and logging disks. and these organizations

must be able o reconfigure and for control use of their facilities,

4.8 Security

MOM needs al least three variebies of security (1) control of who may publish
te or subscribe from the informalion spaces of the virlual message flow graph
(2) control of the physical resources. (3) privacy protection of the data that fows
betwesn publishers and subscribers Any securily solution must accept the fact
thal thers 18 no single "application™ and ne single owner of the whale nstwaork.

There are open issues about (1] preventing & user from overloading sysiem
resources by aibler generating messages too quickly or by requesting states that
make it impossible to discard any old messages; (2] how to deal with clisnts to
the same information space [rom diferent orgamzations having different access
rights; and (3) the tension between the requirsment for brokers Lo do content-
based matehing and the requirement for some brokers nol to be able to interprat
the content

5 Alternative Approaches

Other technologies, including object request brokers (ORBs) and database man.
agernent systems (DBMSs) are being used to glue applications together in the



kinds of seenarios pressnted in this paper |[GroS8 Hsi92, WM BNE3]. However,
aach of thess approaches has its imitations for the purposs of MOM applications,
as described bealow.

51 Remote Method Invoeation I:RM[} Syslems

ORBs (eg. [GroSd]) can be used Lo glue applications by having one application
call methods of objects in another remote application [BN83] The interfaces
supported by an application are specified in an intedface definition language
(IDL} which are compiled into stubs for the caller and into language templates
for the callee BMI systems have several shorbeomings that make them unsuitabls
for MOM applications:

— Applicalion evolution: With this approach applications tend to get tightly
integrated. right from the design stage. Changes are difficult if ool impos-
sible o make after an application has been deployed. Also. sinee remolbe
method invocation s a point-lo=poinl concepd 1t is nob possible Lo inlecpose
new applications belwesn existing information flows without disrupting the
existing applications.

— Ihscomnected operation. RMI systems support a synchronous style of inter-
action — Lhis makes them unsuilable in snvironments where clients may
disconnect

5.2 Database Systems

In general, dalabase sysiems are oplimized for a different set of applicalions than
the ones that are presented in Lhis paper. For example databases are optimised
for queries over a large amount of saved dala as opposed bo matching a messapse
againsl a large number of standing queries or compuating a summary state from a
segquence of messages, Also dalabase sysiems usually support a small number of
views whereas MOM systems must support a largs number of views and must be
aptimized for (regquent view updates. Furthermore the overbead of distrbuoted
transactions in databases s prohibitively lacge for MOM applications

The database community has devealoped a variety of technigues (o use shared
databases Lo glue Logether applications in a distnbuled enviconment. With this
approach. one application adds data Lo a shared database and anolher applica-
tion retrieves the data from it Shared databases can be used in several config.
uralions for this purposes, but all of them have their limilabions:

— Pull-based: The receiving application may poll the shared database for new
fneoming” data this unnecessarily introduces sxira nefwork traffic,

— Active Dalabases. The receiving application may be alerbed aboul new data
in the database using a Lrigeer mechanism However the trigger mechanism

may ool scale over a large number of receivers interasted in different kinds

of updates to the shared database,



— Clieni-gerver archalechure: In this architecture, distobuted clisnts access a
cenbralized databass This approach offens himited scalability, and doss nod
hawe the ability to cross organizational boundaries, Changes musl Arst prop-
agale Lo the cenbralized dalabase belore being s=nt lo intecested viewers,

— Ihslrabuted delabase arclhafecture: In this architecture Lhe database s repli-
calad al mulliple sites. In many scenarios {or gluing applications together,
ithe replication guarantess provided by distributed datsbases may be too
slrong

— Federated dolabases: [n this architecturs [HHQU:HHEEE G'-LEH]: a collection af
independenily designed databases is made Lo (unction as a single database
This invalves narms conflict rsalution schema convemsion, and the execution
of transactions on multiple databases as a single global transaction. Although
ihis approach may be appropriate for organizing multiple databases within
a single company, or for merging two compani=s together it s unlikely to be
feazible io run global serial branssctions across muoltiple srganizations and
thousands of anonymous subscribers worldwide

In H-:n.era.l: a database used as a communication channel is too hu\l_l,rﬂi.gh.l
as glue belwesn applications. This approach has a significant administrative
overhead and may mol provide the same kind of eommunication throoghput
thal & more specialized communication channesl could provide. Thus, although
databases cannod be a todal solution, especially given heavyweight commib pro-
tocals that we ofien don’l need in the message low graph solutions, dalabases
are sblill poteatial chi=nts of MOM systems.

53 Group Communicalion Systems

Group communication sysbems [eg. [E-di.ﬂﬁ]] can be used to glue applications
by having applications join process groops meant for exchanging parbicolar
tppes of messages. This technigque s commaonly wsed Lo implement subject-lased
pubfsub, where a subject [or a channel] is implemented as a process group
In f:l.l:lI we view MOM as a natural evolution of the Al oorn i nicalbon A=
proach. Howsver, this approach has several shorteomings if wsed o supporl the
full spectrum of MOM applications

— Flaminlily: The group communication based approach imposes a fixed sub-
Ject structure on all applications — this reduces the flexibility of the avearall
system. In large systems, it may be necessary for different applications to
selech messages based on different fields 1o a message — a subject stracture
cannol caplure Lhis requirement

— Sealabilily: Group communication system implementabions tend to be tightly
coupled thus it s natural to deploy group communication sysiems ower
srnall numbers of computers {1008) on a tightly coupled network (eg., a
LAN) Scaling group communication to larger numberns of computers and

onto WAN environments is an open area of active research [BFHYT).



— Faull model, The fault model that is typically implemented in group eom-
municabion systems — thal a failed process s avtematically removed (rom
the group — is inapproprate for MOM applications. In MOM, subseriplions
are persistent when a failed process recovers it needs bo be updaled with all
ihe messages Lhat it did nol receive

— (hpague messages: In genecal, group communication systems do nol interpret
the content of messages. This forces them Lo supporl gqualities of service based
on low level propearciies of the protocol ool on the semantics of messages
MOM systems can get more information from applications and use it {o
provide varous qualities of service more eflectively.

54 Workiflow Systems

Workflow systems (e g [WiM. Lut®4)) are used for coordinating potentially dis.
tributed tasks via a specification of the segquence and conbrol of tasks, While
these syslems are (ypically used 1o solve problems at a "higher-lavel”. they may
also be used to glue applications by Lreabing each application as an “activily”
that communicates with other “activities™ via a workflow manager (which is the
software component that controls the fow of work between activities). However,
the major shortcomings of this approach when used for integrating applications

[-H1-H

— Workflow specifications are relatively stalic 1n nature — activities and theic
interactions do nob change once the low has besn defined. Applications re-
quiring integration on the other hand may need to supporl changes fo
subscriplions al a fregquent rale,

— Workflow managers are centralized in practice, This may limil the scalability
and the throughpuat of the system. Bullding a distributed Workflow system
is an aciive area of ongoing research [PPHCO8]

6 Related Work in Content-based Publish-Subscribe
Syslems

Several projects [WI3), such as SIENA [Car93). READY [GEKP89|, Elvin [SA97)
and Gryphon (http: (/www research ibm com /gryphon) are exploring the uss of
contenl-based publish-subscribe systems as the basis for various MOM appli.
cabions, While the molivations for the work in these projects are similar, the
approaches they are pumsuing are dilfersnt in important respects,

From a model point of view, all of the above systems support rich sube
scripbion languages which approach the expressivensss of 0L Some of the sys
temy, eg,, READY  also support the uss of temporal relationships between mes.
sages for expressing “compound events™ . As described sarlier, the conlent-based
publish-subscribe model can be generalizsed to include transformations, merges
and stateful operations in the single ramework of message fow graphs — this
approach s being explored by the Gryphon project. None of the above projects
has explored the notion of cooss-domain message Jows in any detail.



From an implementation point of view. none of the above projects has ad-
dressed all the ressarch issues mentionesd earlier in this paper. The it scalable
solutions for matching and multicasting have appeared recently (ASS¥08 BOCM* 99,
The SIENA project has explored ssues relating Lo efficient propagation of sub-
scriplioms. Questions of efficient matching and multicast message reliability,
message ordering, and optimistic delivery are currently being explored in the
GGryphon project.
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