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Abstract

W introdvee fock eflecericor, an aulomatic lechnoigue that takes a
multi-threaded program annatled with atessic sections (that must

b executed atemically )y, and infers a ek assipgnment from global
varahles 1o lecks and a kwk instrumentation thal delermines whens

cach lock should ke acquired and relessed such 1t the resuli-
ing instrumented program is pemnbeed 1o preserse atomicity and
desdkxck Frecdom ¢ provided all shared slate 15 acoessed only within
alomic sechions ) Our algorithm workes in the presence of poinlers
and procedures, and s1s up the lock alkcation problem asa 0-1 [P
which minimizes the vonllict cosl belween abomic sections while
simullaneously minimizing the mumber of leck= We have imple-
menled our algarithm for both © with pthreads and Tava, and have
applicd it toinfer locks in 15K lines of AQLserver code. Cur aulo-
malic allocation produces the same resulis as hand annolaticns For
most al 1his code. while solving the optimization inslances within
a secand for mos] progmms,
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1. Introduction

Shared memory concurrency, where mualtiple threads acoess shared
data structures, iz a porvasive programming madel for multiple in-
leracting compulational lasks Accessing shared dala concurrently
introduces the prssibility of synchronization errors, which cocur
when 1be inlerkemeed execution of multiple threads couses the as-
sumplicns by a thread on the shared siate 16 ke medified anpre-
diclably. Correct programs must therefore ersore noerinlerference
al pragrum. poinks that access shared state. The non-interferencs ns-
sumplicns are formalized through the petion of atamicity [&, 7). 10
a picce of code is atomic, then any inkemctlion belween that code
and the steps of all other threads i= guaranteed nol o change the
abservable behavior of 1he pragmm: for every poesibly interleaved
cmocubion, there is an eguivalen! execution where the alomic code
execules sequentially.
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Adamicily is an application-level specification. [n practice, the
programmer intenl of aomicity i= oflen ensured thremph the mech-
anism of muml exclusion monitors or fecky. The programmer ex-
pliciily acquires and releases locks o synchronize acoess o shared
structores while Irying 10 mainin maximum amllclism between
lasks. When correctly employved. locks ensure shared data accesses
accur alomically. However., locking is noloriously difficull to get
right—mistakes can kad 10 dala mees and non-abomic execulions.
ar result in over conservabive kxk placement. which may signifi-
cantly diminizh the benefits of concurrency ar even cause deadlock.

W prosenl deck @lfacation. an automatic algorthm thatl lakes a
program annolabed with abomicity specificalions, and émfers a suil-
able set af locks wgether with their placement inthe code such that
with thiz kxk placement, 1tbe renlting code is goaranteed o pre-
serve alomicity and prevenl deadleck {under 1be assumplion that
all global variables accessed within abomic sections are only ac-
cested within atomic =ections). The lock allocation algorithm must
balance the lension belween ensuring slomicily (for example by
mainlaining one global leck that is acquired before each atomic
sechiom and released at 1he end) and maxinm] concurrency Cfor ex-
ample by maintaiming a different lock for each global variable and
acequiring lecks for all varables accessed in an alemic section) and
Iy ot (each lock variable, acquine, and relemse opembion assumes
2 certain cosl). We sel up the problem as a consimint optimization
problem. [n parlicular. we designate a boolean variable aq; 10 be
true if the ith global variable is asigned the jth lock, and =et op
consimint 1o ensure cach global varable is assigned =ome lock.
We then atlempl 1o mimimize the conflicl cost (0 measure of the
less af concurmency incurred if an alomic seclion is waiting on a
leck currently beld by anoiber alomic seclion) between alomic sec-
lions, and the oumber of locks wsed, simulaneoosly. The resoll-
ing optimization problem is a O0-1 [LF, for which extremely effi-
cienl solvers (throngh reduction 1o baolean SAT) are available [4].
The solutian is o dock asvigarmerr Tha asigns a leck woeach global
variahle. As we demenstmie. the lock allocation decision problem
is MP-complete, hence the reduction 1o 0-1 1ILP is asymptotically
aplimal. and as our experiments demansimbe, practically efhcienl
Giiven a lock assignment, our placement algoithm is similar 1o Au-
lolocker [14], a system thal takes both atomic seclion annolations
and lack assignments. and places locks o ensure alamicily and
deadk<k freedom. Cur optimization scheme can be seen as iwfer-
ring the Auolocker keck assignment annolations.

Wi extend the kasic kwk allocslion algarithm ta deal with paint-
crs and funclions In the presence of poiniers, we o o slatically
compuled poins-1o relation, and add additional consimints o en-
sure thal whenever 1wo program Ivalues are aliased ot run time.
their mesigned Jocks must alsa alins at thal poinl in the execution.
Further, we add consirains that ensure that far every Ivaloe, ils as-
signed lock is in =eope when the halue iz sccesed. Additianally.
we wee a slatically compuoed dependercy redarion thal places an
edge between two abstract locations ¢ and (s it there is an atomic
sechon that acceszes ) before f2 along some program execution.



The dependency relation is then vsed 1o put in additional constrainis
thatl remive cyclic dependencies between locks (thal can Jesd 1o
dead lockes).

We have implemented the kxk allocation scheme both for O
programe using the pthresds thread library and for Tava programs
Far our experiments. we have used aboot 16K lines of code from
the AQLserver web server, thal wae annolated with abamic sections
by 1he developers of Autcdacker. and inferred lock assignments For
the warables. Cur infermed lock assignments are (almost always)
idemtical 10 the manual kxcking inserted by Auiolocker. [n =ome of
these examples. ane can obtain better locking marmally by realizing,
cerlain Ivalves cannct be aliased at run lime. Since we vse o salic
flow insensitive points-ta and dependency relslion, cur algorithm is
canservative. Increasing the precigion of the analysis i= an interest-
ing orthogonal problem. Flowever, as our experiments demonstrale,
far many useful programs. programmers vz simpke kxking disci-
plines that can be momatically inferred.

Related Wark. [n the progmmming languages conlext, | 7] inlro-
duced type and effect systems o check atanmicity in Java progranms
While we vse pesvimistic o synchronizalion based schemes 10 en-
sure alomicily. there i= a 1ol of work an ensuring alomicily thraugh
aplimigic concumency coniral thal usez o combination of lagging
and mllback [& 9. 12, 18]. The problem of meoe and deadlock de-
lection has received a 1ol af atlention from slatic’dynamic analysis
|5, 1%, 20] and model cheeking [11] communities.

Recer work has fooused on either infeming alomic sections
given lock assignments [G]. or given atamic seclions and lock as-
signmenls, instrumenting the progmam with lecks 16 ersore atomic
and deadlock free exsecution [14]. Our work is duoal 10 [6]: given
alomicity specifications, we infer kxking mechanizms 1o ensune
alomicity. [ndependently, [10] alss comziders the keck alloction
problem. Unlike our optimization-based algorithm, their algonthm
cansiders the pointz-to graph, msigning locks o absimct ocations
and vnifying kock names based on a dependency relation oo absimct
lecatians, 11 iz difficult o0 incorpombe gueriitaive oml measures
{measuring the cosl o acquirerelease a leck as well as conflict
cags) in ther scheme. Further, their scheme only produces glaial
leckes, whereas [as we illusimbe later). our oplimization framewark
can aclually infer locks lecal 1o structures (that are inslantialed with
a dilferent kck per inslance of the structure) in some ses. Thos
aur algarithm can be more precise.

2. Lock Optimization

We imroduce the leck allocalion scheme on multi-threaded pro-
grams with global inleger varables. In the next section. we addi-
lionally bendle references and aliasing.

Multi-threaded Programs and Atomicity. For the remainder of
this section, we fix azet X = {x1,. .., 1| of global inleger vani-
ables in a mulli-thraded program P We assume thai o set of oode
blocks .4 {.-l|. cees .-1..} of ' are annolated & adermic sectiony
by the progmammer. Foreach i € {1.. ... n} klaccess{ 4] € X
be the sc1 of global varables accessed in block A,

The inlenl is thal each abomic section evecmdey afemically in 2.
Intuitively, when o block b execules atomically in P ils intemction
with olber threads does nol change the ovemll program behaviorn:
far every inlerkeaved execulion of F in which & i= execuled, there
i an eguivalent execwlion where & execoles uninlemapbed by the
ather threads [ 7, &].

Lock Allsmution. Atomicity is typically ensured by prolecting ac-
cemses o shared varables with locks. Given a sel of locks L. a fock
arsignmeent is a mapping. A @ X — L assgning a leck o each
shared warable. For an alomic seclion Ay £ 4. tbe =1 lockss, [ A
af kock= required by Ay is the sct of locks assigned 10 all variahles

accessed in Ay

locksa (A0 = | {aiz)}. in

rrwremi A

To ensure alomicily af Ay, P acquires each lock € £ Iad-l:.-._[.-l..-]
before the Arst varinhle protecied by s accessed, and only relmses
{ upan exiling A,

The use of kecks 10 profect shared variables may induce conflicls
between aomic sechions acquiring, the same lock: the execalion of
an alomic seclion will be delayed until the locks it reguines an
teleased by 1he atomic seclions of other threade. For each pair A,
Ay of atamic sections, let cost(#, § ] be a penally incumed when Ay
and Ay conflict (e.g.. an approximation o he lime one procedun:
mus! wail for the other ko release a leck]), The cawnfiicd cost of the
lock mssignment A is the sum of the canflicls over paire of atomic
sechions sharing some lock:

conflicta(A] = % costld, 5]-dllocksa (A Nlocks, (A1) (2
Ll iln
where A8 = Lif & 2 (L and 8 5] = 0 ctherwise.

The lack allecalion aptimization probiem asks 1o And a kxk
assignment A 0 X — L for a minimal =ct of locks £ such that
the conflict cost is minimized. These are conflicling reguirements:
asingletan lock w1 and the lack assignment mapping each sarable
the only lock clearly minimizes the number of locks, but scrifices
a high conflict cost. while a one-to-one map frem variables 1o
lecks always achieves the oplimal conflic cost, kol resolis in the
maximum mumber of locks

Formally we medel the oplimization problermn o= a mowlii-
abjeclive minimization preblem. First we netice thal the num-
ber of locks 10 can be bounded by | X, we fix a sel of locks
Lo={f.. .. 6} Forachpaic i, j € {1,.. . k}. we introduce a
(-1 variabke adr which lakes the valoe 1if and anly if global vari-
able ry is asigned kock €5, We then meprezent 1be number of locks
and conflict cost by terms over these varables. The 1olal number of
locks used by an assignment is

& k
| = 30y mal. i3

=1 =1

while 1he conflict cost conflict]a) for an assignment iz
m

E costid, j) - 1I..|Ir lll'i'll ik - lll'illl ok (43

1 dsdsin k=L |zea; Tt

{where % denotes boolean disjunction). The leck allocation opti-
mization prablem i= then

minconflictia)
min |L| {5
5.k E: yig =1 Foreschie {1,....k}

The comstrminis maintain thal each vafabk is asigoed exactly one
leck. & =zolution of the oplimizalion problem (5] indoces a kexk
assignment: if gy | appears in the salution, then variable x4
is amsigned lock &5, Since cach varable is assigned one lock, the
induced assignment is a 1ofal functian. For a progam F, we nse
O pt[ 10 denode a lock assignment induced by an optimal solution
1o lbe lock allocation optimization problem 5.

Ax might ke expected. the comesponding decision problem.
which altempts ta And a kock alkcation with ke than orequal ok
lecks, with o conflicl cost less than k, is MP-complets.

PROPOSITION 1. Lok alfecation ix 5P -compleie.

Proaft A nondeterministic polynomial-time alpodiihm guesses a
leck alkxcation and checkes the comflicl cosl and the nomber of locks
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Figure 1. (a)] Source program, (k) Comtrains foc 1 locks

are less than the input bounds. We show MP-hardness by reduction
fram graph coloring. Given a graph & (V, K] with » nedes
and a mumber of cokys & we produce a progam with = global
variables {x. | 2 € V'] and n slomic sections { Ay | v € V] such
thal accessi Ay = {xo ] farall v € V. Fareach edge (e, o] £ E.
there is a conflicl cost & -+ | between An and Ae, and Far each
pair (e, v] € E. there is a conflict cost 0 between Ay and A IF
the graph can ke k-calared. 1hen there is a lock allacstion with less
than or equal o & locks, =uch that the conflicl cosl is less than k.
Uin he other hand. if the gaph cannot be &-cokered, then there ane
Iwa abomic seclions receiving 1he =ame kxk and the conflict cost is
al Jeast & 1. O

Although the oplimization problem (5] is mulli-ohjective and
nom-linear, a 001 integer linear programming (1LF) i= achisvable
with 2ome manipulation. Since the number of locks is bounded by
the mumber of variables. one insdead poses & oplimization prablens
{p1... .. p& } in which only conflict{a) is minimized, and each pe,
has the additional constraint

k &k
Ei‘\f gy ] o, 5]

=1 i=1

stating 1hai the number of locks is kess than or equal o me. Second.
given the nonlinear chjective funclion and the nonlinear conslraint
(6], we perform the Follawing peneml mnmeformaion. Bor each
cupression of the fomm Wae an we intmodoce o new varable ap o
1o replace it, and add 1he comstrainis

Tocatzaya and T a Al e iTi
Finally. we replace ench monomial [T, a with the new variable
ayy - adding the constrint=

Poacat 2 Alrapga and 30 a—apa (4] - I:I[-B
1

ExXAMPLE L Figune 1{a) shows a progmam layoul with twa global
varighles balance and nama. and two atomic seclions acoessing
talanca and nane respectively—mwe assume thal each alomic see-
lian can be execoted by concumently minming threads. Imoitively, if
a single lock is veed, bath variables musl share it, on 1he other hand
when wsing two locks i1 is advanlageous bo assign cach varable ils
awn lock. Figure 1(ki showes problem imstance pm € {po,pe} of
the ILF comesponding 1o the souroe program in (a). The firsl bwo
conslraints ensure the varables balanca and nane cach receive
cuaclly one lock, while the third limits the 1oal number of locks
1o rrz (where. again. @ can be 1 ar 2. The boolean disjunclions in
the third constmint are remosed by adding two variables g and yq,
replacing 1he third cansimint with g + 12 = m., and adding the
consimint (as recuined by Equation T):

M1 r:[bnlann—.. 1] 4 :ll:.n:lr.ur.. 1] = Iy

a2 £ u[bml-':nn-.:'_:':l - al rmrae, 3] < g

Locking Instrumentation. Let & be a kock mssignment 1o he vari-
ables X af the pragram . We dnsimament the program P with
acquira and releasa slabements thal foke and release locks, We
wse a fwe-phase kocking scheme [13] that acquires all locks befone
releasing amy leck. We use the notation Py 1o reler 1o the program
F instrumenied with the acoquisitions and releases of locks accond-
ing ta A. In particular. immediately before each aooess 10 a varable
r £ X is placed the silemem acquire{ A )], and wpon exit of
an atamic secton are placed 1he stalemens mlmn{l[z?}. [or
cach = € X. The semantics of these smilements are respectively
i abtain the lock A=) if il is not y2l held by the current thread.
and bo releases A=)l it i= held by the current thread, and the cor
rently emecuting atomic section is the only ane on the call stack.
This imstrumentalion ersures the fallowing.

THEGREM 1. [Sonndnes<] Let 7 he o medii-threeded pogram
aver globa! imteger varalley X winh elomic seclions A, ond
O pt[ ) an aprimal salietian fo the lock allecation problem for P
Fareach A € A the Wack A evecutes atomivally in Fopp

3. Lock Allocation with Poinfers
Wi now extend the basic lechnigque o progmams with poinbers.

A1 Lwaloes and Alinsing

Lvalwes. A recead type is a set of pairs () where [ s a field
name, and 7 is the (ineger or record) Wvpe of f. Records ane
represenled in the standard way: a recond value is o reference o a
heap sirciure 1hal stores the values of ils Lelds. An fvalae i=a berm
af the foom = for some inbeper or record-vahied variable declared in
the progrm. of a fickd acoess of 1be form @, f where v is an balue
whaose record-1ype contains the field name f. The =1 of all lvalves
which appearin a progmm’s 1exl is denoled Lvals.

Cwr analysis genermbez lock assignments o probec] accosses
1o recards, individual fields of records. and glabal vanables. The
back-end of our analysis augments each record with a system lock
resomres which is acquired and released with the associaed locking
primitives; the acquisition and relemzing of locks is als inseried
inio the targe! program as described in Section 2 A leck is called
focal iF il ds a beld of a record 1ype. and globally-scoped static
lecks are called glabhal. Local locks protect individual instances
af a record or ficld. On the other hand, if a record or Geld Dalue
is amsigned o o global kxk, all instapcss of that reeordfickd an:
prodecled by the same keck.

May- and Muost-Alinzes. For cvery pair of Ivalves vy and 12 ofa
program F,owe say that vy and e are sy @fiased iF thene exisls
some execution of F siuch that vy and ve point o the same heap
location at some poinl along the execution. We say that ey and ea
are miest wligved iF along every exooulion of . e and vz point
1o the same heap kecation. whenever both the Ivaloes are defined.
Thene are several bechnigoes For statically computing comeratine
approximations of the may and must alias relslions from 1he lex1 of
the program [1].

ExasmpPLE 2: Iynamic Mames [n figure Xa) we have a simple
class St caompuling a =eries of additions with the expecied valves
thl.sl.sum = 200 and thl.sl.oum = 100 upon the exit of
main. This condition iz only goarantesd when the method ada
is execubed alomically, as there are atherwise reoe condilions on
the incremenls of Ehie. mm and Ehie. sun- an imleckaving wherne
thread th1 reads the value of thie. sum. then thread €52 reads and
updaies the value. and finally thl updates the value, resolis in the
“lest update™ symiptosn observed from th1. u]
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Figure L. iaj Concurrently exeauling threads in the Sum medule (b Musl-aliases of Sum (c) The rewritlen Sun program, pretecied by locks

(d} A mimilar progmam. Sum®, in danger of deadlock

A2 Constrodots

Let Lwvak = {uq, ... e} be the zet of lvaloes of a multi-threasded
program F.In our framework, each lalue oy has an associaied
focal fock resource ©1 associabed with the runtime object referred
tos by vg. In additicn. a sel {gi... .. g, | of globally-scoped. siatic,
glafal fock resounces are available For allocslion, making the en-
lire set of locks Locks g} Let 2
Lacks — {1....,2&} be a one-to-one lock-numbering function.
In the same pil as section 2. we intedooe o O-1 variable 0y
which takes the value 1 if and anly if v, is assigned lock £

As before, cach Ivmhue must be msmgigned a ek, thus demands
lhe constrind for each o £ Lvals:

El’lu E |

H

()

In the face of reference based lock allocation, we mainkain the
inwariant that whenever two Ivaloes are alised ol run ime, their
profecling locks are also aliased. We appromimate this invariant
with the Following conslmims. For every pair of valves ey, and
vy, which st be alinsed during program execution (ie. they ane
aliases and are always alinsed when accessed), and each leck &, we
have the consimint

€l [ 1100y
In the case that may-aliases v, and &y, may nol be alimses o some
point of sooezs, we have 1he constrainls
i, Hg Ay e 1113
far each global lock g. and
Oy, @ = Sigge = 0 1123

for cach Jocal kwk ¢ Comstmint (12 conseoalively ensures the
invariant halds by prohibiting local kecks 1o prolect Ivalues with
indefinile aliases.

ExasPLE 3: |Local Locks] Since the halues this@add and
s@add of Agure 2ia) have only must-alioses (zee Ggore 2k they
can b safely pmotecied by local locks (the applicalion of oon-

strint 12 is avoided ). The ILP constraints doe o alinsing are thos:
For all £ = Locks.

I'n Ggure 2{c) we shinw the program generaled doe 1o0the kcking as-
signmenl where thisg@add and sTadd (and thus thl .=l thz.sl
and thl.e2. th?.s2 respectively] are both assigned the instance
leck of thisdacd u]

Since locks can be msecialed with runtime references, we must
alsn ensure that any assigned lock is accessible from every soope
in which the respective Ivalue is accessed. For each Ivalue &y and
each local leck & which is imecessible frean some alomic seclian
Ainwhich vy £ ::h:ml:,d.] wi have the constrint

o.

plaidd, f — Sal i, Dol — Tad,r
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Preferring 1he assignment of a kxal leck 10 a global lock cor-
respands o reducing 1he pos=ibilily of alomic sections conflicling
during propram execution. For example, the parallel execution of
the same atomic section is possible iF only local lockes are acquined.
and the sccessed imsiance dal are nol alissed. This preferential
reatment can be achieved by giving a higher cost 1o global locks
than local locks, o by making use of specialized faiures of solvers,
such as special ordered sets [3].

THEGREM 2. [Sonndnes<]| Let 7 he o malti-threeded program
with atewmic sections A, aed Opt] P ar optimeal solution o the ook
alfecation proldem for P For each A £ A, the ek A execwley
atamicaly in Fog -

33 Avaoiding Deadlack

When the set of variables and locks can be smtically determined.
as was the case in Section 2, we can avodd desdlack by impesing
a lincar ordering on the sel of Jocks. In the presenoe of references
and aliasing. the sel of locks is determined dynamically. Becanse
lecks can ke psmecinted with insfances of program wariahles (os
apposcd 1o a single ook governing every instanoe of a variable).
the mrgel program has the possibility of deadlock. as Example 3.3
demoretrales. We say a program Fis deadlact-free if every moliti-
threaded execution of & avoids deadlock.



mt[] g =40, 0k

vold inc(boolasan b)) atomic {
if (b} glo]++; alea gl1]+4+4;

3

Figure 3. Whene alins-precision can make a differenoe

FExAMPLE 4: Dendlocks Figare 2id) shows ancther program oon-
currently performing additians. In this example, tbe threads thl
and thZ are accessing the Two Bun objects in reversed moles The
Ivalues thl.sl and thl.s2 are aliased 10 thisdadd and efadd.
respectively, while th2.s1 and thz . s2 arc aliased 1o s@add and
this@add. If the compeling threads were o each lake one lock
(1he lock of sgadd. forexample) before either 1ok o second [ock.
the progrum would deadlock as neither threasd can acquire ils soc-
and lack. Any sound lock assignment must sssign the same lack 1o
s8add and thisdadd to preven] this possibility. u]

T deal with keck ordering in this =silaglion, we amlyse the
lemporal relationships between prolected accesses of halues.

Accessed-Before Helation. The ardering on locks i= oblained via
an accevsed defore nelation specifying data dependencies on values
in the atomic sectons. Farmally, for two halues o, w2 € Lvals, we
say 1 is accessed before o9 if there exisls an alomic seclion A and
a contral-flows path in A such that €17 vy is scoesed on the path.
(21 & i= then possibly medified (e.g., by a write 1o an Ivadue that
may alias & ), and finally (3) w2 is accessed afler 1he modification.
Wi can combine the alingking information. with a tmversal of the
cantrol-flesy graph o oblain a conservalive overapprasimalion of
the accessed before relation. If 1he acces= grmph iz acyclic we can
arder the Ivalues of the progmam lineardy by o topological sor of
the access graph. I nol, we can order the SCC dag of the graph
linearly.

Crrdering comstraints We can enforoe a lincar ordedng Land hence
the abzence of deadlock) by adding erdering convireiers 1o 1he [
Let Deps be an aceess gaph of the program P, We take a linear
ardering determined by the soc dag of the dependency gmph, and
add canstraints that state that an Ivalue @ in0a non-1nvial sco canno
be assigned local kocks for any Ivalue in ils own =ce or in an soc
succeeding itin the lincar order.

THEGREM 3. Ler F be @ multi-threeded program wille atomic sec-
fars A ard Optl ) an sppimal selieifor fa Hee Tock ellocolior
problem for P Fope ey @5 deadioct-free

A4 Precision

The imprecision of 1he undedying alias (and dependency) analyses
can cawse our lock allocation scheme 1o infer sub-aptimal, but still
sound, kwcking nsignments. Example 5 illustmies one way this can
happen.

EXAMPLE 5: The procedure inc of figure 3 simply incremenis
ane of twa counlers, depending the value of ils amument b, An
alias analy=iz which comsiders every cell aof an array alissed waould
force our lock allocation scheme o assign the same lock 10 both
cells. despite that i's sound in this case o assign separale locks
1o gach. This allocation emses an vnnece=smry conflict between
cillers invoking inc(trua) and inc{falsa]. O

Wi heve also assumed that any twes atomic zections can execnbe
cancurrently, Further stalic analysis 10 discover which abomic sec-
lions may aclually execute in parallkel [15] would improve the pen-
emled locking msignmenls, since any constrinls arising from sec-
lians which cannol execute in pamlle] may be safely pruned away.

4. Experiments

Implementation. We have two implementalions of 1he lock alloe
cation algorithm: {1a for Java programs and cla for © prograns.
The Tava version, 11a. is coded in Java, vsing the Palyg kot compiler
rmewark [17]. The © version. cla, is coded in Ocaml and wses
the CIL [16] infrastructure for O prograne. Both 1ools we in-
i+ [4]. 8 preudo-boolean oplimization solver, that convert= the
-1 ILF 1o a boolean SAT inslance. In oor experiments, we assigned
the following comts 1o lock= and conflicls. Each contlict was given
a comt 1. Each glohal ook was given a comt 2 and each local lock
a oot 1o Imsbead of solving a sequence of oplimization problens.
we minimized the sum af the conflict= and the sum af the ol lock
casls. We experimented with o =1 of different cosl henristics, bt
the above simple heunstics provided ook assignmenis that were
similar 10 manually coded kxcks in most examples.

Mested Atomic Sections. Alomic scolion: may 1mnsilively call
methods conlaining other alomic seclions. & kxk obtained ina
nested atomic section cannod always be safely released at the end of
thal section—1be same kock may be re-obtained by another nesied
section under the same parenl. potentially violaling alomicity. To
avoid this issue, we e a fwo-phaee locking discipline [ 13]. Locks
are abtained when the associabed Ivaloe is first acoessed, bul are not
released until the outermeost atemic section finishes. This appraasch
puaranlees alomicily and has been veed by other locking 1ools. such
as Autcskocker [14].

Microbenchmarks We ran bath the © lock allocatar and 1he Jawa
leck allecalor an simple string buffer and hash @ble cxamphks The
string butfer example was a simplification of Java’s SiringBuffer
class, We found Jocal locking assigpnments that, 1opetber with our
wwz of tworphase kxking, removed the slomicily violation present
in Java’s SiringBulfer class and reporied in [ 7].

The hath table example. like the Haebtable class provided
by Java's collection Frmmework, uses an army of linked-list buck-
cls. However, due 1o methods like rasiza that copy the army.
aur allocator assigns o single global lock For the hash buckets
al Hashtabla, The resize melbod changes the oumber of hash
buckets by allocating a mew bocket armay and re-hashing all entries
1o the new set of buckes, resulting in a cyvclic dependency graph.
A hand-implemented lock assignment would be betler, assigning a
leack for each army element. This iz left as fore work.

AOLServer. We also mn the © kxk allomtion on a larger
program—1hbe ned modole of AQLserver [2]. an open source web-
server in production ose ol ACL and other companics. The devel-
apers of Autalocker had annotaled the program with alomic blocks.
as well = assigned. 1o each plobal variable, a vnigoe ek that pro-
lected i1 In owr experiments, we ignoned the lock assignments, and
used the atomic annolations to infer a leck mapping and corre-
spanding placement. We ran each file in the nsd madule sepamtely.
This was =ound becanse the global varables were within the soope
al the individual fles. We test two hypotheses about lock alleca-
lian: first, many real programs use very simple locking disciplines
that should be aulomatically infemble; and =econd, cor algorithm
performs efficiently in practice.

The results of the AQLserver experiment are summarized in
Table 1. The experiments are more a validation of the scalability
afl the approsch mther tman 10 demonstrale particolarly intricabe
leacking behavior. In the AQLserver module eomsidered, mas! files
had very simple lock assignmenis, all of which were equivalent 10
the mzsignments zynthesized by our leck allecation algorithm. This
suppors aur claim that in many cases, a simple locking scheme is
enough o ensure atamicily and this can be autcmatically inferred.

In mosl cases, the lock allocation algorilbm rons in a few sec-
onde. The constminl generalion phase is slow: we have a naive
loap that rums in time @a® L¥] where @ is the number of atomic



Flle Lo | lwak Asmie | Varsbks  Comimins || Generme Salve Todal [Locks  Aunokker
ciche 1571 71 1 171551 &7 O B2 DL 95.93 | 1
callhacks EEO = 7 [0 ]4:5c] IR0 115 ooe 250 | 1
e ] 10 2 i 11&E iz ool 053 | 1
drver L% TH I . & 7 R 15145 .70 0130 15.4 2 2
encocliog 15 15 1 241 az? 0l (A x]] .02 1 1
Id 11 T 2 218 T4 00l ool 0 | 1
Inlc T4 =] 2 157 445 0Kl (A x]] CLES 1 1
lsien ENES ] 3 15 14152 0.3 om 107 | 1
kig 914 10 1 111 144 0l ool 1.04 1 1
welem: 5 =] 1 43 =T 0l ool Lty | 1
winls 1222 | 21 ] T332 2&142 1544 0,00 11.63 1 1
|.c|.|'||.|.|:| =TE 12 4 T49 2523 s L0 1.71 | 1
(e[| 44 | G 1 432 k] 0Kl (A x]] 262 1 1
v 1052 144 11 1 250007 2337045 225 4 23.73 23990 | 4 2
sockoullbck e 1% ] 13228 i 0 oo 1.02 1 1
uﬂF.FHI.'E 2153 15 1] 1221 5% .19 ol 3.5 2 1
urix I 20 4 2830 140053 .22 oo 1.0 1 1

Table 1. Experiments an aclserver. File gives the name of the file in the nsa modole. LOC is lines of code. Lyvals is the number af lvalue
name= considered by the lock allecation. Atamic is the number of atomic blocks in the code. Variables and consimints give the 1o1al number
al 0-1 wvarisbles and the botal number of eonstmints in the 1L, Genemte iz 1ime in seconds i genermte the [LP ffam the code. Salve is time
in zeconds laken by Minizat+ to solve the ILP instance, Tolal is the walklock fime in seconds For the analysis. Locks is 1he number of locks
inferred by the analy=i= and Aviolocker gives the oumber of locks provided as Autolecker instrumentation.

blacks and £ the number of Ivaloes. Motice. For example. that the
largest example (el lakes almos! 40 mhnebes. However, even
though the generted 117 is very large. the consimint solver is ex-
iremely fasl. laking 245 on this largest example. and usually taking
less than 1= This is because many of the accessbility and aliasing
consiminks severcly resiricl the possible msignments [zetling many
variahles 1o 0 5o that boolean conslrainl propagation in the 5AT
solver is very effectlive in pruning the search space.

The lock assignmens were similar 10 those manually specifed
in the arginal program except for bwo cases, 1clvar and urlspace. [n
lclvar. 1here are two funclicns with slatic sariables that are changed
1o global variables by ClIL. These vanablkes are asigned locks by
our algorithm, but Auvlolocker did nol asscciale locks with these
variahles, probably becavss these would nod be medified in parallel.
Further, the lock allocation For fcbar finds an instance-specific
leck: it asseciales a Jock with each structure of 1ype Bucker (which
cantaire a hash able that is protected by this lock]). The Aucolocker
annolations do the same.

In urlspsce, there are twes global varables urlspace and
naxtid that are assigned the aame lock by the annodalions in Au-
lolocker. As 1bese vanabkes are accessed in scparale atomic blocks,
our algorithm msigns distinet locks 1o them. However., our alge-
rithm found an optimal solution that assigned 1he kocal lock nom-
inally associated with urlepaca o naxtid and vice vers. Thus
the kwk mssignment= found by the salver can be counmler-intuitive
{Though scund).

Acknowledgmenis. We thank Bill MeCloskey for forwarding the
Auntolocker annctated Ales o

References

117 .03, Andersen Frogram _II1.I|:'|'J.I.I. wnd spercialifanion. for the O
o ey .I_urlli'a‘u'ﬂr. PhiD thesks, 1944,

121 Anlzerver. hipeeww anlservercom

13] E.BLL. Beals and 1AL Tamlin EFB:|!| mrililes in o gensmul
mathematkcal programming sysiem Lor no-convex problems using
ordered setx of variables. 10 Pres fell Coel Cure Ras, papes 447
454, 1970, Tavisiook

H1 &, Eenoord . Sorensson. Trrsladng peeodo-bookmn consirminis inm
SN, EEAT, pages 1-260, 20K,

|51 © Flanagan aned 5.0, Freured. Type-besed mee detectian far Java. In
FLIN G, pages 219-Z32, ACNK, 2000
I6] . Flanmgan, 5.5, Freund, and 3L Lishine Type infevemes far
miamiciiy. [0 TED? 05, pages 47-55 AU 2005,
171 . Flomamn and & Qodesr. & ovpe o elbec] system for miomicly. 0
FLIN (44, pages 336-349, ACK, 2003
@] I Cione ond AL Bewier Transdcbion peocesaang: Conceply aed
Trcheigur., Morgm-Kiufman, 1963,
|9 I Hirrds and K. Fraser. Langungs suppon Tor Hahiwedght ronsactions.
In EAAPELA {3, pages 755 402 2000,
[10] B Hicks 1.5 Feewr, mnd B Praclkskls. Lock inference for siomic
secUiors. o TRANEACT "0, N0,
[11] G. Holzmann. The Spin model checker. JEEE TEE, 2451279295
197,

112] 5. Jagannihan md 1. viek, Optimisie concumesrey semmnllcs for
s ctians 10 coardimion languages. [0 fnel ol oe Coorbnalion
Moty and Fangiage, 1908 249, pages 153158 Springsr 2004

[13] 0. B. Lomel. Frocess simuouning, synchmntailon, and recovery
using, momic acions. 10 Lasgaaye fhargn for Beluable Soflnare
peages 128137, 1977,

[14] B MeCloskey, F. Fhou, 0. Gay, and E. Prews. Auokckes
syrchronteation Inference for momic sectors. In PGFPL 06, mas
A4-35H. ACM, 200G,

[15] G, Manmovich, G5, Avmoin and LA Clarke. An =Mokent algorithm
liar campuiing MHP infcematlon for concumert Inva programs. [0
FSE WY pmges 338354, ACM, 1959

1L G Meculn S5 MePeopk 5 Rowl od W Wedmer, CIL: Imisrmecime
Launge and Took for Analysks and Trrslormation of © Programs.
In ©F 02, poaes 213-228, 2002,

[17] M. Nystrom, L Clakson, md A Myers, Polyglo: an Exensible
Compller PFramework lor Jma. In O Wy pages 138152 3003,

[18] BLE. Ringenburg and Do Crossman. Adamomml: irst-class somicky
wia rollhack. In FOFF G, pages 92104, ACM, 2005,

[1%] &. Bavage, R Purmows .G, Nelson, B Sokalvarm, md T
Anderson. Emsers A chmamic dein moe delecior Tor mukithreaded
programs. ACH TS, 15423811, 19497,

1200 . Sreding. Wadeck: a stk dais rece analyss wal. 0 DSENY
Trcheicul Confenmes, pages 57106, 19493,



