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Abstract
AI trainingworkloads exhibit unique traffic patterns that mis-

match the ECMP load balancing of RDMA networks, leading

to severe throughput degradation. While packet-level load

balancing (e.g., random packet spraying, adaptive routing,

etc.) offers a promising alternative to ECMP by providing

fine-grained traffic distribution, it introduces out-of-order

(OOO) packet arrivals. The reliable transport mechanism of

current commodity RDMA NICs (RNICs) misinterprets these

OOO arrivals as packet loss, causing spurious retransmis-

sions and unnecessary slow starts.

We propose Themis, a lightweight middleware deployed

on programmable switches, that eliminates the incompat-

ibility between packet spraying and reliable transport in

commodity RNICs without requiring any modifications to

them. At its core, Themis applies PSN-based packet spraying

at the source ToR switch, enabling it to infer whether an

OOO packet and the expected packet traverse the same path.

Building on this capability, Themis at the destination ToR

analyzes NACKs triggered by OOO arrivals to determine

whether they result from actual packet loss. It then blocks

invalid NACKs while allowing valid ones to pass through.

We implement a fully functional prototype of Themis using

Tofino2. Experiments demonstrate that Themis reduces the

communication completion time of Allreduce and Alltoall

by 22.7%∼35.4% and 29.3%∼47.3%, respectively, compared to

directly combining commodity RNICs and adaptive routing.

1 Introduction
With the rapid advancement of Artificial Intelligence (AI) [20,

43], AI training workloads have become a dominant com-

ponent of modern datacenters [18, 24, 30, 33, 46]. These

workloads rely on high-bandwidth RDMA technologies for

inter-machine communication. However, their low-entropy

traffic patterns are poorly aligned with Equal-Cost Multiple-

Path (ECMP) [26], the de-facto load balancing mechanism in

RDMA networks [24, 46]. Consequently, ECMP hash colli-

sions can cause severe throughput degradation in AI training

jobs [24, 33, 46].

Packet-level load balancing (e.g., random packet spray-

ing [21], adaptive routing [9]) offers a promising alterna-

tive to ECMP by enabling fine-grained traffic distribution

across all available paths. However, packet-level load bal-

ancing inevitably introduces out-of-order (OOO) packet ar-

rivals [21, 32, 50]. To handle this, commodity RNICs [1, 7, 8]

first support OOO packet reception through the Direct Data

Placement (DDP) mechanism [11, 42], in which each packet

carries an IB RETH header containing the destination mem-

ory address, enabling the RNIC to directly place incoming

data at the target memory location regardless of arrival or-

der. In addition, for reliability, commodity RNICs provide

alternative mechanisms beyond the traditional Go-Back-N

protocol, including timeout-only and selective repeat (RNIC-

SR). However, both of them have fundamental limitations

that undermine the efficiency of packet-level load balancing.

On one hand, the timeout-only mechanism suffers from in-

efficient packet loss recovery. Since packet loss is inevitable

in large-scale datacenters (§2.2), a single lost packet can

stall the entire training process, as all workers must wait for

retransmission triggered only after a timeout [55]. On the

other hand, RNIC-SR is incompatible with packet-level load

balancing. In particular, RNIC-SR is primarily designed for

single-path transmission and assumes that all OOO arrivals

are caused by packet loss. It therefore blindly generates a

NACK to trigger fast retransmission of the expected packet.

As a result, when incorporated with packet-level load bal-

ancing, the receiver generates NACKs for OOO packets even

when no actual loss has occurred and the reordering is solely

due to path delay variation. This incompatibility introduces

three major issues:

• Unnecessary slow starts: NACKs trigger the sender’s
slow start mechanism, causing unnecessary transmission

rate reduction.

• Retransmissions disrupt TX data path: Excessive spu-
rious retransmissions disrupt the sender’s RNIC TX data

path, causing low transmission rates.

• Bandwidth waste: Spurious retransmissions waste band-

width by retransmitting packets that were not lost.

Some works propose new transport protocols that require

rearchitecting RNICs [35, 40, 41, 48] to enable fine-grained

multipath transmission. However, such specialized hard-

ware requires a long time to develop, deploy, and validate,

which limits its adoption. Most AI training clusters still rely

on commodity RNICs [24, 33, 46], such as ConnectX-6 [8],

ConnectX-7 [1] and BlueField3 [7], due to their proven sta-

bility and availability. Yet, these commodity RNICs lack the
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full transport-layer programmability needed to implement

the aforementioned protocols.

Motivated by the above analysis, we pose the following

question:Can packet-level load balancing be enabled while still
achieving efficient loss recovery using off-the-shelf commodity
RNICs? We answer this question optimistically with Themis,

which is deployed on programmable ToR switches that work

in conjunction with the RNIC-SR mechanism of commodity

RNICs
1
. We classify NACKs triggered by OOO arrivals into

three categories: valid NACKs (packet loss confirmed), in-

valid NACKs (packet already received), and undetermined

NACKs (loss status unclear). Themis reconciles the gap be-

tween packet-level load balancing and RNIC-SR by enabling

destination-side ToR switches to identify and block invalid

NACKs while forwarding valid ones.

The key challenge in determining whether a NACK is

valid lies in verifying whether the corresponding missing

packet has actually been lost. To address this challenge, the

core of Themis is a PSN-based packet spraying policy that

deterministically assigns each packet to a path based on its

sequence number (PSN). This allows the receiver to infer the

designated path of a missing packet directly from its PSN.

This also offers a unique opportunity for accurate NACK val-

idation: for a missing packet, Themis can determine whether

it is lost by checking if other later-sent packets that traverse

the same path have already been received, thus confirming

whether the corresponding NACK is valid.

Building on this idea, Themis consists of two components:

Themis-Source (Themis-S) and Themis-Destination (Themis-

D), both deployed on ToR switches. Themis-S enforces the

PSN-based packet spraying by modifying packet headers at

source-side ToRs (§4.1). Themis-D maintains per-QP states

to classify received NACKs as valid, invalid, or undetermined,

forwarding valid NACKs while blocking invalid ones (§4.2).
For undetermined NACKs, Themis-D applies a lazy drop-

ping scheme that waits for confirmation of their validity

(§4.3). Themis also incorporates several optimizations to pre-

vent duplicate drops of retransmitted packets and to handle

topology asymmetries caused by link/path failures (§4.4).
We implement a Themis prototype on Tofino2 [12] pro-

grammable switches (§5). Testbed experiments (§6.1) with
ConnectX-7 RNICs demonstrate that, under packet spraying,

Themis reduces tail FCT by 25.2%∼72.5% and 46.5%∼77.8%
compared to RNIC-SR without and with congestion control,

respectively, and by up to 89.6% compared to the timeout-

only mechanism. Simulations conducted in NS-3 (§6.2) fur-
ther show that, for AI workloads, Themis reduces tail col-

lective completion time (CCT) by 22.7%∼47.3% compared

to the direct combination of RNIC-SR and adaptive rout-

ing, by 58.5%∼66.5% compared to RNIC-SR with ECMP, and

1
Hereafter, "commodity RNIC" and "RNIC" in this paper refer to current-

generation RNICs that support out-of-order packet reception and utilize

RNIC-SR as their reliable transport protocol [1, 7, 8].

by 22.5%∼39.2% compared to Conweave [50]. Furthermore,

Themis successfully remains robust under network failures.

When a ToR-to-Spine link failure occurs during collective

communication, Themis experiences only 8% tail CCT degra-

dation.

Although our current implementation of Themis is built

on programmable switches, its high-level principles and de-

tailed NACK validation logic are general and can be extended

to end-host NICs once full transport programmability is avail-

able (still rare today, but emerging in some RNIC products).

We adopt programmable switches because they are mature,

production-ready, and compatible with diverse generations

of RNICs, making them a broadly applicable choice.

2 Background and Motivation
2.1 ECMP’s Dilemma in AI Workloads
Datacenters often utilize Clos networks [13, 49] as their un-

derlying fabric, which provides multiple equal-cost paths

between any source and destination. To distribute traffic

across these paths, Equal-Cost Multi-Path (ECMP) [26] is the

most widely used load balancing (LB) mechanism [25], which

determines the path of a flow by hashing the 5-tuple in the

packet header. ECMP works well for traditional workloads,

where traffic exhibits a long-tail distribution with a large

number of short flows and only a few large flows [15, 17,

19, 47]. However, unlike traditional datacenter workloads,

AI workloads, especially training, exhibit traffic patterns

that are fundamentally mismatched with ECMP’s design:

(1) Small number of flows: In an AI training job, each node

establishes very few connections, as communication is only

required with a limited set of peers. (2) Large flow sizes: The

flow sizes typically range from several MBs to hundreds of

MBs. (3) Bursty traffic: AI training is an inherently synchro-

nized process, where most nodes enter the communication

phase almost simultaneously. This synchronization results

in a bursty traffic pattern, with large volumes of data being

exchanged in a short period of time.

These flow characteristics (i.e., few in number, large in

size, bursty traffic) result in a high ECMP collision rate, as the

small number of flows cannot be evenly distributed across

available paths, leading to severe performance degradation

in AI training workloads [24, 33, 46].

2.2 Commodity RNICs’ Packet-Level Load Balancing
Packet-level LB (e.g., random packet spraying [21], adaptive

routing, etc.) is a promising solution to address the limi-

tations of ECMP. Packet-level LB evenly distributes traf-

fic across multiple paths, even with few flows. Commodity

RNICs, such as ConnectX-6 [8], ConnectX-7 [1] and Blue-

Field3 [7], support adaptive routing (AR) for RDMA Write
and RDMA Read operations, which cooperates with specific

switch series [9]. Specifically, when RNICs send data pack-

ets, a bit is set in the reserved field of the IB BTH header to
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indicate that the packet should be adaptively routed. Upon

receiving such packets, switches choose the port with the

minimum queue length among all routable ports leading

to the destination. While this method achieves packet-level

path selection ability, it inevitably causes out-of-order (OOO)

packet arrivals [21, 32].

RNICs’ Direct Data Placement capability. To address

the OOO packet arrivals resulting from adaptive routing,

commodity RNICs [1, 7, 8] support OOO packet reception

through the Direct Data Placement (DDP) mechanism [11,

42]. Under DDP, each packet carries an IB RETH header

containing the destination memory address, enabling the

RNIC to place incoming data directly at the target memory

location regardless of arrival order. This capability eliminates

the need for packet reordering buffers in the data path.

Timeout-only mechanism. When operating in adaptive

routingmode, commodity RNICs still lack an efficient reliabil-

ity protocol for loss recovery. The current, and most straight-

forward, solution is to rely on PFC to minimize packet loss

and to use timeout-only mechanisms for recovery in extreme

cases. However, this approach is ad hoc and fundamentally

limited, as packet loss is unavoidable. First, gray failures

and packet corruptions are inevitable in large-scale data-

centers [55, 57]. For example, prior studies show that the

number of packet losses due to corruption is comparable

to congestion losses on switch-to-switch links in Microsoft

datacenters [62]. Second, lossless RDMA networks have in-

herent limitations in supporting emerging scenarios, such as

long-distance cross-DC communication [22, 51], and there-

fore cannot serve as a long-term solution. Ultimately, we

must embrace PFC-free lossy fabrics [10, 36, 41, 42, 48, 56],

where congestion-induced losses occur frequently.

Therefore, this timeout-only reliability approach can cause

significant performance degradation in AI workloads [55],

since a single packet loss forces all workers to wait, stalling

the entire training process. The problem becomes even more

severe considering that timeout parameters are often explic-

itly set to larger values in training workloads to prevent

frequent timeouts that lead to NCCL completion errors [33].

To quantify the inefficiency of the timeout-only mecha-

nism, we conduct an experiment using NS-3 with a 16×16
leaf-spine topology with 1:1 subscription. All links operate

at 200 Gbps with 1𝜇s delay, and each ToR switch connects

16 NICs for a total of 256 NICs. We divide the 256 NICs into

16 communication groups of 16 NICs each, with each NIC

connecting to a different ToR switch. All groups simultane-

ously start AllReduce with message sizes of 512MB, 1GB,

and 2GB. We set RTO to 4ms and introduce different packet

loss rates
2
on one of the leaf-to-spine links. Figure 1 shows

that the tail collective completion time (CCT) significantly

increases with higher packet loss rates.

2
According to Microsoft’s study [62], nearly 50% of links that experience

corruption have loss rates above 10
−5
.
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Figure 1. Tail CCT of AllReduce with various loss rates.

2.3 Incompatibility between Packet-Level Load
Balancing and RNIC’s Selective Repeat

Commodity RNICs also support the selective repeat mecha-

nism (RNIC-SR), which provides much higher loss recovery

efficiency than the timeout-onlymechanism. However, RNIC-

SR was originally designed for single-path transmission and

is inherently incompatible with packet-level load balancing.

Importantly, the selective repeat logic in commodity RNICs

is fixed and cannot be customized by developers. While some

SmartNICs [7] allow programmability of CC logic [5], their

selective repeat logic remains fixed and non-programmable.

RNIC-SR details. With RNIC-SR, RNICs leverage the same

DDP mechanism to handle out-of-order (OOO) packet ar-

rivals caused by packet loss. In addition, RNIC-SR handles

retransmissions based on these OOO arrivals as follows:

• The RNIC maintains an expected packet sequence num-

ber (ePSN), which indicates the PSN of the next expected

packet in sequence. All packets with PSNs smaller than the

ePSN have been successfully received. For OOO packets

with PSNs larger than the ePSN, the RNIC maintains a

bitmap to track their PSNs.

• Upon receiving a packet, the RNIC checks whether its PSN

matches the ePSN. If so, the ePSN is updated based on

the bitmap: it advances to the smallest PSN for which the

corresponding packet has not yet been received.

• If a packet’s PSN is larger than the ePSN (i.e., an OOO

packet), the RNIC assumes that the packet with the ePSN

was lost and generates a Negative Acknowledgment (NACK)

to request retransmission of the lost packet. Notably, each

ePSN triggers at most one NACK, even if multiple OOO

packets arrive. Moreover, once a NACK is triggered for

the current expected packet, the next NACK can only be

generated after this expected packet is received and the

ePSN advances.

• The triggered NACK only carries the ePSN of the receiver,

rather than including the PSN of the OOO packet. This

design choice does not introduce new packet types, thus

maintaining consistency with the Go-Back-N protocol and

reducing hardware implementation complexity.
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(b) Enabling DCQCN.
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(c) Disabling DCQCN.

Figure 2. Testbed experiment illustrating the impact of unnecessary NACKs on RNIC performance.

• When the sender receives the NACK, it retransmits two

packets: the packet indicated by the ePSN carried in the

NACK, and the previous packet it just sent.

RNIC-SR performs well in ECMP routing scenarios, where

OOO arrivals are caused by packet loss. However, it struggles

to handle packet-level LB scenarios effectively. Specifically,

when the RNIC receives a packet with PSN > ePSN, it can-

not determine whether the packet indicated by the ePSN is

actually lost. Instead, it blindly assumes the packet is lost and

accordingly generates a NACK. Therefore, many of these

NACKs are unnecessary and should not reach the sender.

Quantifying the effect of unnecessary NACKs. To evalu-
ate how unnecessary NACKs affect performance, we conduct

a testbed experiment with two senders and two receivers con-

nected using the topology shown in Figure 2a. The sender-

side ToR switch is a Tofino2 programmable switch [12], and

all senders and receivers are equipped with NVIDIA Mel-

lanox ConnectX-7 (CX7) RNICs with RNIC-SR enabled. We

run standard perftest [2] to continuously generate traffic

between each sender-receiver pair and measure one of the

sender RNIC’s physical TX rate via mlnx_perf [3]. To ar-

tificially apply random packet spraying, we configure the

sender-side ToR switch to randomly select one of the two

paths for each packet. In this scenario, receivers generate

NACKs due to OOO packet arrivals, and since no actual

packet loss occurs, these NACKs are all unnecessary. We

then use the sender-side ToR switch to drop varying propor-

tions of NACKs that come back from receivers to evaluate

how unnecessary NACKs influence throughput.

Issue #1: Unnecessary slow starts. When the sender RNIC

receives a NACK, it treats this as a signal of packet loss caused

by congestion, causing the sender to reduce its transmission

rate [50]. This congestion control (CC) response, however, is

inappropriate in the context of packet-level load balancing,

where OOO arrivals can occur without any congestion. As

shown in Figure 2b, with DCQCN [61] enabled (the default

CC on CX7 RNIC, with the same parameters as in §6.1), if we
do not intervene in the transmission process, the system con-

verges to a state where NACK packets arrive at the sender

at approximately 0.48Mpps, causing the sender’s transmis-

sion rate to drop to less than half the line rate (46.6Gbps).

Even when we drop 255/256 of the NACK packets, the rate

reduction triggered by the remaining NACKs still limits the

sender’s transmission rate to only 81% of the line rate.

Issue #2: Retransmissions disrupt TX data path. Even
with DCQCN disabled, excessive unnecessary NACKs still

cause low transmission rates. As shown in Figure 2c, the

sender achieves only 50% of the line rate when all NACKs

are passed to the sender. This performance anomaly indicates

potential issues with the ConnectX-7 RNICs’ retransmission

module. A possible reason could be that retransmitted pack-

ets are required to be sent as quickly as possible [16], and

fetching retransmitted packets may block the normal TX

data path
3
. We exclude the possibility that receiver-side out-

of-order direct data placement is the performance bottleneck,

as the RNIC can achieve line rate when we block all NACKs

at the sender-side ToR switch, regardless of whether conges-

tion control is enabled or disabled.

Issue #3: Bandwidth waste due to spurious retransmis-
sions. Unnecessary NACKs trigger the sender to retransmit

packets that were not actually lost, resulting in bandwidth

waste. To quantify this impact, we define goodput as the

transmission rate actually utilized by the application
4
and

calculate the goodput ratio as the ratio between goodput and

physical transmission rate. Figure 2c shows that when all

NACKs are passed to the sender, the goodput ratio drops to

93.5%. This 6.5% bandwidth waste is directly attributed to

spurious retransmissions.

3
Since commodity RNICs are black boxes, we cannot analyze their microar-

chitecture to identify the root cause of this performance anomaly.

4
This includes the rate consumed by corresponding packet headers.
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Figure 3. Overview of Themis.

3 Design Overview
We aim to enable packet spraying while preserving effi-

cient loss recovery by leveraging the selective repeat mecha-

nism in commodity RNICs (RNIC-SR) and resolving its in-

compatibility with packet spraying. To this end, we pro-

pose Themis, a middleware deployed on off-the-shelf pro-

grammable ToR switches that works in conjunction with

the RNIC-SR mechanism. Themis consists of two compo-

nents: Themis-Src (Themis-S) and Themis-Dst (Themis-D).

As illustrated in Figure 3, both components are deployed on

ToR switches and work collaboratively to identify and block

unnecessary NACKs, thereby reconciling the gap between

packet-level load balancing and RNIC-SR.

To distinguish whether a packet is actually lost, Themis

exploits the fact that if a received OOO packet traverses the

same path as the unreceived expected packet, then the ex-

pected packet can be confirmed as lost. However, for any

unreceived packet, the receiver knows nothing about which

path the packet was supposed to take. The only thing the re-

ceiver knows is the packet’s sequence number (PSN). There-

fore, Themis uses the PSN as the path selection entropy

for packet spraying (§4.1). This approach enables the re-

ceiver to infer the unreceived packet’s designated path di-

rectly from its PSN alone, offering Themis-D an opportu-

nity to confirm whether the expected packet indicated by a

NACK (NACK.ePSN packet) is actually lost. Themis-D on

the receiver-side ToR maintains states for each RDMA queue

pair (QP) and uses these states to determine the loss status of

the NACK.ePSN packet, thereby classifying received NACKs

into one of the following three categories (§4.2):

• InvalidNACKs: If the NACK.ePSN packet is subsequently

received after the NACK generation, the NACK becomes

invalid since retransmission is unnecessary.

• Valid NACKs: If the NACK.ePSN packet is confirmed

lost by a received OOO packet that was sent later than

the NACK.ePSN packet and traverses the same path, the

NACK is valid.

• Undetermined NACKs: If the NACK.ePSN packet has

not been received and no later-sent packet on the same
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PSNUDP src port
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Figure 4. Illustration of PSN-based packet spraying in 3-tier

or multi-tier topologies.

path has been received, packet loss cannot be confirmed

and Themis-D classifies the NACK as undetermined.

Themis-D forwards valid NACKs to the sender to trig-

ger retransmission of the expected packet and drops invalid

NACKs to prevent performance degradation. For undeter-

mined NACKs, Themis-D applies a lazy dropping mechanism

(§4.3) that waits for confirmation of their validity. Themis

also incorporates additional optimizations (§4.4), including
retransmission rerouting to avoid timeouts caused by dupli-

cate drops of retransmitted packets and a failure handling

scheme to maintain performance robustness when link fail-

ures occur.

4 Design Details
4.1 PSN-based Packet Spraying
To enable packet spraying while allowing NACK validation,

we propose a PSN-based packet spraying policy (PSN-PS

Policy). Specifically, assume there are 𝑁 equal-cost paths

between a source (src) and a destination (dst), indexed as

0, 1, . . . , 𝑁 −1. For a given flow, the ECMP hashing algorithm

determines its base path index 𝑃base ∈ {0, 1, . . . , 𝑁−1}. Under
this policy, every 𝑝𝑎𝑐𝑘𝑒𝑡𝑖 of this flow with PSN = PSN𝑖 is

deterministically assigned to the path:

𝑃𝑎𝑡ℎ𝑖 = (𝑃𝑆𝑁𝑖 mod 𝑁 + 𝑃base) mod 𝑁 (1)

This policy ensures deterministic and uniform distribution

of packets across all 𝑁 paths. Based on this policy, we can

determine the traveled path of a received OOO packet (with

oPSN) and the expected packet (with ePSN) as follows:

𝑃𝑎𝑡ℎ𝑜𝑜𝑜 = (𝑜𝑃𝑆𝑁 mod 𝑁 + 𝑃base) mod 𝑁,

𝑃𝑎𝑡ℎ𝑒𝑥𝑝𝑒𝑐𝑡𝑒𝑑 = (𝑒𝑃𝑆𝑁 mod 𝑁 + 𝑃base) mod 𝑁
(2)

To determine whether 𝑃𝑎𝑡ℎ𝑜𝑜𝑜 = 𝑃𝑎𝑡ℎ𝑒𝑥𝑝𝑒𝑐𝑡𝑒𝑑 , we only need

to check:

𝑜𝑃𝑆𝑁 mod 𝑁 = 𝑒𝑃𝑆𝑁 mod 𝑁 (3)

Themis-S deployed on the sender-side ToR switch applies

this PSN-based packet spraying policy. In a 2-tier Clos net-

work, where path selection is entirely determined by the ToR

(leaf) switch, this mechanism can be achieved by allowing

the ToR switch to select the egress port for each packet based

on its PSN, without involving spine switches.

In 3-tier or multi-tier Clos networks, existing relative path

control methods [38, 58] available on commodity switches

can be leveraged. For instance, the approach from prior
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Figure 5. Process of NACK validation at Themis-D.

work [58], which has been successfully deployed in pro-

duction AI training clusters [46], exploits the linearity of

ECMP hashing to construct a deterministic PathMap of-

fline. PSN-based packet spraying can be achieved with this

PathMap. As illustrated in Figure 4, when a packet arrives at

the ToR switch, the ToR calculates its relative path change by

PSN mod 𝑁 ( 1 ). The ToR then uses the PathMap to deter-

mine the corresponding header modification ( 2 ) and applies

the modification accordingly ( 3 ). This method requires pro-

grammability only at the ToR switch.

Notably, Themis is orthogonal to existing relative path con-

trol methods. These mechanisms have their own PathMap

construction/maintenance schemes and run in the network

control plane on the switch’s board-management CPU, while

Themis primarily operates in the ToR switch data-plane P4

pipeline using the PathMap provided by the control plane.

Therefore, they use separate compute and memory resources.

4.2 NACK Validation
Themis-D classifies each incoming NACK as invalid, valid,

or undetermined according to the categorization described

in §3, and takes corresponding actions for each type. The

validation process involves two sequential checks: packet

delivery status verification, followed by path-based packet

loss confirmation. The complete validation workflow is il-

lustrated in Figure 5, with detailed pseudocode provided in

Algorithm 1.

C1 Packet delivery status verification. When a NACK

arrives at the receiver-side ToR, the NACK.ePSN packet may

have already reached the RNIC, potentially updating the

RNIC’s ePSN. The first condition for a valid NACK is that

the NACK.ePSN packet has not yet been delivered to the

receiver RNIC. Since all packets pass through the ToR switch

before reaching the RNIC, the ToR can maintain records

of packets successfully transmitted to the receiver RNIC,

thereby inferring whether the NACK.ePSN packet has been

successfully delivered to the RNIC.

To enable this inference, Themis-D maintains a per-QP

Proxy Bitmap to record PSNs of packets transmitted to the

Algorithm 1 NACK validation at Themis-D
6

1: // bitmap: ProxyBitmap, table: PathMaxPSN Table
2: Data Structures: bitmap[][], table[][]

3:

4: procedure onNACK(NACK.ePSN, QP)
5: // Check Condition C1: Packet delivery status
6: if bitmap[QP][NACK.ePSN] == True then
7: return INVALID

8: end if
9: // Check Condition C2: Path-based validation
10: path_index← NACK.ePSN mod N

11: if table[QP][path_index] > NACK.ePSN then
12: return VALID

13: else
14: return UNDETERMINED ⊲ Sec. 4.3

15: end if
16: end procedure
17:

18: procedure onDataPacket(PSN, QP)
19: // Update proxy bitmap
20: bitmap[QP][PSN]← True

21: // Update path max PSN
22: path_index← PSN mod N

23: table[QP][path_index]← max(table[QP][path_index], PSN)

24: end procedure

RNIC. This ring-based bitmap has a size equal to the sender-

side RNIC’s maximum transmission window
5
. When a data

packet completes queuing in the egress queue and is sent to

the receiver RNIC, the corresponding bit in the proxy bitmap

is set to 1 (Algorithm 1, line 20).

When a NACK arrives at the receiver-side ToR, the valida-

tion process first checks the corresponding bit for NACK.ePSN

in the QP’s bitmap. If the bit is set to 1, indicating that the

NACK.ePSN packet has already reached the receiver-side

ToR and been delivered to the receiver RNIC, retransmission

of this packet is unnecessary, and the NACK is classified as

invalid and dropped (Algorithm 1, line 5 to 7). Otherwise,

the validation proceeds to the second condition.

C2 Path-based packet loss confirmation. Passing con-
dition C1 means that the NACK.ePSN packet has not been

received yet. The second condition for a valid NACK is that

the NACK.ePSN packet has actually been lost. A NACK.ePSN

packet is confirmed lost when a later packet (with PSN >

NACK.ePSN) on the same path has arrived. To enable this

verification, Themis-D maintains a per-QP PathMaxPSN Ta-
ble that records the maximum PSN transmitted to the RNIC

from each path.

Before a data packet is transmitted to the receiver RNIC,

Themis-D calculates its path index using PSN mod 𝑁 and

updates the corresponding entry in the PathMaxPSN Table if

the current PSN is larger (line 22 to 23). For NACK validation,

Themis-D computes the path index for NACK.ePSN packet

5
The maximum transmission window is a static parameter representing the

maximum distance between sent packet PSNs and unacknowledged PSNs,

configurable in commodity RNICs.
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Figure 6. Example of NACK validation.

and checkswhether themaximumPSN recorded for that path

exceeds NACK.ePSN. If so, NACK.ePSN packet is confirmed

lost, and the NACK is classified as valid and forwarded to the

sender (line 10 to 12). Otherwise, the NACK is classified as

undetermined and handled by the lazy dropping mechanism

described in §4.3 (line 14).
Example. As shown in Figure 6, assume there are two paths,

with packets having even PSNs sent via Path 0 and packets

having odd PSNs sent via Path 1. Data packets with PSNs

0, 1, 3 arrive at the ToR switch and are sent to the RNIC.

Before transmission, Themis-D updates the corresponding

bitmap and table entries. When packet 3 arrives at the

RNIC, it triggers a NACK with ePSN = 2. When this NACK

arrives at the ToR switch, condition C1 is not satisfied since

bitmap[2] = True, indicating packet 2 has already been

sent to the RNIC. Therefore, this NACK is determined to be

invalid and dropped.

When the data packet with PSN = 6 arrives at the RNIC,

it triggers a NACK with ePSN = 4. When this NACK arrives

at the ToR switch, condition C1 is satisfied since bitmap[4]
= False. For condition C2, the path index is 4 mod 2 = 0,

and table[0] = 6 > 4 confirms packet 4 is lost. The NACK

is determined to be valid and forwarded to the sender.

4.3 Lazy Dropping
Directly dropping undetermined NACKs poses a significant

problem: if subsequent packets confirm that the NACK.ePSN

packet is indeed lost, the RNIC cannot regenerate a NACK

for the same ePSN (§2.3). Consequently, the lost packet will
only be retransmitted after a timeout, leading to performance

degradation. To address this issue, Themis-D employs a lazy

dropping mechanism for undetermined NACKs.

When a NACK is classified as undetermined, instead of

dropping it immediately, Themis-D stashes its ePSN for later

validation, allowing subsequently arriving data packets to

determine whether the stashed NACK is valid or invalid, as

illustrated in Figure 5. To achieve this, Themis-D maintains

6
ProxyBitmap is maintained in a ring buffer manner. For simplicity, the ring

buffer maintenance code is omitted here, and bitmap[qp][psn] represents

the bit corresponding to PSN in the bitmap.

Bitmap
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Figure 7. Example of lazy dropping.

one Stashed ePSN (SePSN) and a corresponding Valid field

for each QP. Themis-D sets the SePSN to the NACK.ePSN of

the undetermined NACK and marks the Valid field as True.

The rationale for maintaining only one Stashed ePSN per QP

is that RNIC-SR only generates NACKs for the current ePSN.

If a NACK with NACK.ePSN > SePSN arrives, it indicates

that the earlier NACKed packet (the packet corresponding

to SePSN) has been successfully received by the RNIC, thus

invalidating the earlier undetermined NACK. Consequently,

the RNIC is waiting for the packet indicated by the new

NACK.ePSN. The mechanism operates as follows:

• If Valid is True and a packet with PSN larger than SePSN

arrives such that PSN mod 𝑁 = SePSN mod 𝑁 , this indi-

cates that the packet was sent later and traverses the same

path as the packet indicated by SePSN (SePSN packet).

Themis-D determines that the SePSN packet is lost, and

the stashed NACK becomes valid and is forwarded to the

sender to trigger retransmission. The Valid field is then

set to False to prevent generating multiple NACKs for the

same ePSN.

• If Valid is True and a packet with PSN equal to SePSN ar-

rives, Themis-D determines that the SePSN packet was not

lost. The stashed undetermined NACK is then confirmed

to be invalid and dropped, with the Valid field set to False.

Example. As shown in Figure 7, assume there are two

paths, with packets having even PSNs sent via Path 0 and

packets having odd PSNs sent via Path 1. Data packet with

PSN = 1 arrives at the ToR switch and is sent to the RNIC.

Before transmission, Themis-D updates the corresponding

bitmap and table entries. When packet 1 arrives at the

RNIC, it triggers a NACK with ePSN = 0. When this NACK

arrives at the ToR switch, condition C1 is satisfied since

bitmap[0] = False, but condition C2 is not satisfied since

table[0%2] = −∞ < 0. Therefore, this NACK is determined

to be undetermined and stashed. Later, when packet 2 arrives

at the ToR switch, Themis-D uses Eq. 3 to determine that

packet 2 and packet 0 use the same path. Since PSN 2 >

SePSN 0, Themis-D confirms that packet 0 is indeed lost and

the stashed NACK is valid, then forwards the stashed NACK

with ePSN = 0 to trigger retransmission of packet 0.
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4.4 Other Optimizations

Retransmission rerouting. Since RNIC-SR generates only

one NACK per ePSN, if the retransmitted packet triggered

by this NACK is lost again, packet loss recovery can only

rely on timeout mechanisms. To minimize timeouts caused

by retransmitted packet losses, Themis-S maintains one last-
NackPsn field for each QP. Upon receiving a NACK, Themis-S

updates lastNackPsn with the NACK.ePSN value. For each

data packet, if its PSN = lastNackPsn, Themis-S randomly

selects an alternative path for this packet, avoiding the path

specified by the PSN-based packet spraying policy. This ap-

proach reduces the probability that retransmitted packets

will be lost again for the same reasons.

Although rerouting a retransmitted packet to an alter-

native path breaks its PSN-to-path determinism in Eq. 1,

this does not affect Algorithm 1. At the receiver-side ToR,

this determinism is only used to update the PathMaxPSN
table (Algorithm 1, Lines 22–23). Moreover, rerouting is trig-

gered only after the ToR has validated and forwarded the

corresponding NACK (ePSN = lastNackPsn), at which point

table[QP] [lastNackPsn mod 𝑁 ] > lastNackPsn already holds.
Therefore, table[QP] [lastNackPsn mod 𝑁 ] will not be up-

dated by the retransmitted packet regardless of which path it

takes (Algorithm 1, line 23), and subsequent NACK validation

remains correct.

Failure handling. The PSN-based packet spraying policy

(§4.1) ensures balanced path utilization in symmetric topolo-

gies. However, network failures (e.g., link flaps) can introduce

asymmetry, creating slow or failed paths that disrupt load

balancing. To maintain high performance when such asym-

metry arises, Themis incorporates a failure handling scheme

that detects these problematic paths, temporarilymarks them

as unavailable, and redistributes packets originally destined

for these paths across remaining healthy paths.

Themis-D detects problematic paths by monitoring the

OOO degree. Whenever a data packet is received, if the cur-

rent stashed NACK is valid, Themis-D computes the OOO de-

gree as PSN− SePSN. If this degree exceeds OOO_THRESHOLD,
it identifies the path corresponding to SePSN mod 𝑁 as prob-

lematic and generates a NACK for the SePSN, bypassing

standard validation for undetermined NACKs. A specific

reserved bit is then set in the NACK’s IB BTH header to

designate it as a Path Avoidance Signal. Themis-S maintains

a per-QP, per-path avoidance counter. Upon receiving this

signal, Themis-S sets the counter for the problematic path to

AVOIDANCE_WINDOW. During subsequent packet transmission,

if the path assigned by the PSN-based packet spray policy for

a packet has a non-zero counter, Themis-S randomly selects

an alternative path and decrements the counter, temporarily

disabling the problematic path until the counter expires.

The packet redistribution used when handling failures

breaks the deterministic PSN-to-pathmapping used in NACK

validation, potentially allowing some invalid NACKs to pass

condition C2. However, this impact is partial and affects

only packets originally assigned to problematic paths. Over-

all performance remains robust, as the majority of traffic

benefits from accurate NACK validation on healthy paths.

Experiments described in §6.3 successfully demonstrate the

effectiveness of our failure handling scheme.

5 Implementation
We implement the Themis prototype using P4 on Tofino2

switches [12]. Themis-S runs in the ingress pipeline while

Themis-D runs in the egress pipeline. This placement ensures

only packets that have completed queuing and are ready for

transmission to the RNIC are processed by Themis-D.

Cross-pipeline processing. Tofino2 switches comprise

four parallel pipelines for high throughput. However, each

pipeline processes packets independently. If a data packet

and a NACK packet from the same QP use different pipelines,

as shown in Figure 8, they cannot access the same state for

Themis’s operation. We overcome this challenge by lever-

aging Tofino2’s mirroring feature. For each arriving NACK

packet, if its egress port’s pipeline is different from its in-

coming port’s pipeline, the ToR switch first routes it back to

its incoming port (e.g., Port 0 in Figure 8). The NACK is then

processed by Themis-D in the same egress pipeline as data

packets from the same QP. After validation, if the NACK

is valid, the ToR switch generates a mirrored packet to the

target egress port (e.g., Port 31 in Figure 8) while dropping

the original NACK. We adopt the same processing approach

for ACK packets.

Stashing undetermined NACKs. When a NACK is clas-

sified as undetermined, Themis-D does not store the whole

NACK packet to conserve switch resources. Instead, it retains

only the essential information including the NACK.ePSN and

destination QP number (QPN), and then drops the original

NACK packet. When a subsequent data packet validates

the undetermined NACK, Themis-D uses Tofino2’s mirror

feature to generate a mirrored packet and sets its packet

length to the length of a NACK. When the mirrored packet

is re-processed in the egress pipeline, Themis-D modifies

its opcode, PSN, QPN in BTH header, packet_len in the IP

header, and swaps the source and destination IP and MAC

addresses. This transforms the mirrored packet into a NACK.

The NACK is then sent back to the sender.

Maintaining bitmap. To accommodate continuously in-

creasing PSNs, bitmaps are usually implemented in a ring

manner. However, this requires clearing used bits before

reusing them to represent new PSNs, which involves loops

with dynamic iteration numbers. Since Tofino2 does not

support such dynamic loops to ensure line-rate packet pro-

cessing, we opt for a double-length variable base bitmap

solution (Appendix A) to emulate the behavior of a ring-like

structure. This approach eliminates the need to clear used
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Figure 8. Illustration of cross-pipeline processing via lever-

aging the mirroring function in Tofino2 switches.

Table 1. Resource consumption of Themis on Tofino2.

Module Gateway VLIWs ALUs SRAM Map RAM

Percentage 34.38% 10.24% 37.50% 13.96% 20.95%

bits and instead only requires updating a base bit, at the cost

of slightly higher state maintenance.

Resource consumption. Themis’s memory consumption

at each ToR switch primarily comes from storing per-QP

state for cross-rack QPs. For 𝑁NIC RNICs with 𝑁QP cross-

rack QPs each, per-QP state mainly consists of a bitmap

(proportional to the transmission window size 𝑁wnd) and

a PathMaxPSN table (proportional to the number of paths

𝑁paths). Total memory consumption is:

Mem consumption ∝ 𝑁NIC×𝑁QP×(𝑐1 ·𝑁wnd+𝑐2 ·𝑁paths) (4)
where 𝑐1 and 𝑐2 are constants determined by implementa-

tions. Detailed analysis of memory consumption for each

cross-rack QP is provided in the Appendix B.

Table 1 shows the resource consumption when Themis

supports 512 cross-rack QPs per RNIC with each QP utilizing

128 paths. Themis requires 34.38% of gateway resources for

conditional logic processing, 13.96% of SRAM and 20.95% of

Map RAM for storing per-QP states, and 10.24% of VLIWs and

37.50% of ALUs for state maintenance operations. Supporting

512 cross-rack QPs per RNIC is sufficient for AI training

scenarios, as training traffic is typically sparse and localized,

resulting in low QP counts per GPU [24]. Additionally, 128

paths per QP suffice for ideal load balancing in large-scale AI

clusters [39]. Resource consumption around 30% represents

a modest overhead. If needed, Themis can support more QPs

and paths given the available resource headroom.

6 Evaluation
We evaluate Themis through both testbed experiments with

ConnectX-7 RNICs [1] and simulation experiments using

NS-3. We compare Themis with existing approaches that

flows in 1st group
flows in 2nd group

0 1 2 3 4 5 6 7

Figure 9. Testbed topologies.

combine commodity RNIC reliability mechanisms with load

balancing methods. Our comprehensive evaluation reveals

the following key findings:

• Testbed experiments: Under packet spraying and across

different loss rates, Themis reduces tail FCT by 25.2%∼72.5%
and 46.5%∼77.8% compared to RNIC-SR without and with

congestion control, respectively. In addition, Themis re-

duces tail FCT by 25.2%∼89.6% compared to timeout-only

mechanism when packet loss occurs.

• Simulation experiments: Across different loss rates,

Themis reduces tail CCT by 22.7%∼35.4% and 29.3%∼47.3%
compared to RNIC-SRwith adaptive routing, by 58.5%∼65.6%
and 58.8%∼66.5% compared to RNIC-SR with ECMP, and

by 24.3%∼33.2% and 22.5%∼39.2% compared to Conweave

for AllReduce and AllToAll workloads, respectively.

• Link failure resilience:When a ToR-to-Spine link failure

occurs during collective communication, Themis experi-

ences only 8% CCT degradation compared to failure-free

scenarios, demonstrating strong failure resilience.

6.1 Testbed Experiments

Network topology. Figure 9 shows our testbed network

topology. We implement the topology by virtualizing one

Tofino2 switch as two spine switches while another Tofino2

switch serves as four ToR switches running Themis. All links

operate at 100Gbps. One ToR-to-spine link is configured with

a specified packet loss rate. Each ToR switch connects to two

Mellanox ConnectX-7 RNICs [1].

Workload. The topology consists of eight RNICs, where

RNICs {0, 2, 4, 6} form one group and RNICs {1, 3, 5, 7} form

another group. Each RNIC performs an RDMA Write opera-
tion with 256MB of data to the next RNIC within the same

group. This creates a ring permutation traffic pattern for

each group, which is common in collective communications.
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Figure 10. Tail FCT under different loss rates without CC.
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Figure 11. Tail FCT under different loss rates with DCQCN.

Schemes compared. We compare Themis with two base-

lines—CX7 RNIC’s RNIC-SR and the timeout-only mecha-

nism—both evaluated under switch-supported packet spray-

ing
7
. The timeout value is set to 4ms. All schemes use the

CX7 RNIC’s default TX window size of 512 packets.

Congestion control. We evaluate Themis under both dis-

abled and enabled congestion control scenarios. When con-

gestion control is enabled, we use DCQCN [61], the stan-

dard congestion control scheme for commodity RNICs, with

(𝐾𝑚𝑖𝑛, 𝐾𝑚𝑎𝑥 , 𝑃𝑚𝑎𝑥 ) = (400𝐾𝐵, 1600𝐾𝐵, 0.2) as recommended

in [37]. For RNIC parameters, we follow the recommenda-

tions in [45], which are specifically tuned for AI training

workloads.

Performance metrics. We use the slowest flow’s comple-

tion time (i.e., Tail FCT) as the primary metric.

Figures 10 and 11 show that across different loss rates,

Themis reduces tail FCT by 25.2%∼72.5% compared to RNIC-

SR without congestion control and 46.5%∼77.8% compared

to RNIC-SR with congestion control enabled. When there is

no packet loss, this improvement stems from Themis block-

ing invalid NACKs, avoiding the performance degradation

caused by invalid NACKs (Section 2.3).

7
We use Tofino2 to implement a packet spraying strategy to validate the

RNIC-SR and timeout-only mechanisms. Since the commodity RNIC-AR

mode can only be enabled when the RNIC is connected to specific switch

series [9] (excluding Tofino 1/2), we emulate the timeout-only mechanism

by configuring the Tofino2 switch to drop all NACKs.

The timeout-onlymechanism achieves similar performance

to Themis when there is no packet loss. However, when

packet loss occurs, its performance degradation is severe. At

a packet loss rate of 0.001%, the tail FCT of the timeout-only

mechanism is 3.28× larger than Themis. Therefore, we do

not plot the results for higher loss rates.

RNIC-SR shows consistent performance when the packet

loss rate is below 0.1%, as losses can be recovered through

NACK-triggered retransmissions. However, when the packet

loss rate reaches 0.1% or higher, its performance becomes

even worse because retransmitted packets are also lost, forc-

ing the RNIC to fall back to timeout-based loss recovery.

Themis avoids this performance degradation by identifying

valid NACKs and performing retransmission rerouting to

avoid the loss of retransmitted packets (§4.4). Consequently,
at 1% packet loss rate, Themis reduces tail FCT by 72.5% and

77.8% compared to RNIC-SR without and with CC, respec-

tively.

6.2 Simulation Experiments

Network topology. We use NS-3 simulator to evaluate

Themis in a 16 × 16 leaf-spine topology with 1:1 oversub-

scription ratio. All links operate at 200Gbps with 1𝜇s prop-

agation delay, and each switch is equipped with a 64MB

buffer [12]. Each of the 16 ToR switches connects to 16 NICs,

resulting in a total of 256 NICs (representing 256 GPUs). One

ToR-to-spine link is configured with a specified packet loss

rate.

Workloads. We evaluate Themis using the most commonly

used collective communication workloads: AllReduce and

AllToAll. The 256 NICs are divided into 16 communication

groups, each containing 16 NICs, with each NIC in a group

connected to a different ToR switch. In our experiments,

all 16 groups simultaneously initiate the same collective

communication. The total traffic for one AllReduce operation

is 1GB, and for AllToAll is 512MB.

Schemes compared. We compare Themis against RNIC-

SR with switch adaptive routing (SR-AR), RNIC-SR with

ECMP (SR-ECMP), timeout-only with switch adaptive rout-

ing (TO-AR), and Conweave [50], another in-network load

balancing scheme for commodity RNICs, using its default

parameter settings. For adaptive routing schemes (SR-AR

and TO-AR), switches select the port with minimum queue

length among all available ports. All schemes use the CX7

RNIC’s default TX window size of 512 packets. The timeout

value is set to 4ms. For Themis, we set OOO_THRESHOLD to

448 and AVOIDANCE_WINDOW to 2 × 106.
Congestion control. We use DCQCN [61] as the conges-

tion control protocol with RNIC parameters following the

same settings as our hardware testbed evaluation. For switch-

side RED parameters, we configure (𝐾𝑚𝑖𝑛, 𝐾𝑚𝑎𝑥 , 𝑃𝑚𝑎𝑥 ) =

(800𝐾𝐵, 3200𝐾𝐵, 0.2) as recommended in [37] for 200Gbps

link capacity.
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Figure 12. Comparison between Themis, SR-AR, TO-AR, SR-ECMP, and Conweave under AllReduce and AllToAll workloads.

Performance metrics. We use the slowest group’s collec-

tive completion time (tail CCT) as our primary metric, which

reflects the communication bottleneck of training jobs.

Figure 12 shows the performance of different schemes

under varying packet loss rates on the specified link. Across

different loss rates, Themis consistently outperforms all base-

line schemes. For the AllReduce workload, Themis reduces

tail CCT by 22.7%∼35.4%, 58.5%∼65.6%, and 24.3%∼33.2%
compared to SR-AR, SR-ECMP, and Conweave, respectively.

For the AllToAll workload, the performance improvements

are 29.3%∼47.3%, 58.8%∼66.5%, and 22.5%∼39.2%, respectively.
When there is no packet loss, TO-AR achieves similar per-

formance as Themis since both distribute packets evenly

across all available paths. SR-AR suffers from unnecessary

slow starts and bandwidth waste caused by invalid NACKs.

SR-ECMP experiences inefficient flow-level load balancing

that leads to uneven path utilization. While Conweave per-

forms better than SR-ECMP by rerouting flows upon detect-

ing congestion, it remains less efficient than packet-level

load balancing approaches.

When packet loss occurs, TO-AR’s performance degrades

significantly due to frequent timeouts. Themis continues to

outperform other methods as it can achieve packet-level load

balancing while maintaining efficient packet loss recovery

capability. At a loss rate of 1%, Themis reduces tail CCT by

22.7%, 65.6%, and 33.2% compared to SR-AR, SR-ECMP, and

Conweave under the AllReduce workload (Figure 12a), and

29.3%, 66.5%, and 22.5% compared to SR-AR, SR-ECMP, and

Conweave under the AllToAll workload (Figure 12c).

As shown in Figures 12b and 12d, Themis achieves the

best tail FCT for individual flows at a 1% loss rate, which

explains why Themis achieves superior CCT performance.

This is because AI workloads are synchronized, meaning that

if even one flow is delayed, it impacts the entire collective

communication performance.

6.3 Deep Dive
We conduct ablation studies using the same simulation set-

tings as in §6.2 to evaluate the effectiveness of Themis’s key

components.

Path-based packet loss confirmation. We evaluate a vari-

ant of Themis without path-based packet loss confirmation

(C2 checking in §4.2). In this configuration, Themis only

maintains a bitmap to track packet delivery status, and any

NACK passing the C1 condition check is considered valid

and forwarded to the sender. Under a 0.001% packet loss

rate, disabling C2 checking results in 44.7% and 62.7% CCT

degradation for AllReduce and AllToAll workloads, respec-

tively (Figure 13a). Figure 13b shows the number of NACKs

received by the QP that receives the most NACKs, demon-

strating that the performance degradation is caused by the

significant increase in receiving unnecessary NACKs.

Lazy dropping. We evaluate Themis without the lazy drop-

ping, where undetermined NACKs are immediately dropped

rather than temporarily stashed. Under a 1% packet loss rate,

disabling lazy drop results in 16.9% and 78.3% CCT degrada-

tion for AllReduce and AllToAll workloads, respectively (Fig-

ure 14a). Figure 14b demonstrates that this performance loss

is caused by increased timeouts resulting from prematurely

dropping undetermined NACKs. Note that the timeouts ob-

served in the AllToAll workload with lazy drop enabled are

due to tail packet losses.

Retransmission rerouting. We evaluate Themis with-

out retransmission rerouting, where retransmitted packets

follow the same PSN-based packet spray policy as original

packets instead of being randomly sent to alternative paths.

Under a 1% packet loss rate, without this mechanism, re-

transmitted packets face a higher risk of being lost again on

the same paths. Disabling retransmission rerouting results

in 57.2% and 47.7% CCT degradation for AllReduce and All-

ToAll workloads, respectively (Figure 15a). Figure 15b shows

that this degradation is caused by increased timeouts due to

retransmitted packet losses.

Failure handling. We evaluate Themis’s failure handling

scheme under link failure scenarios by triggering a link down

event on one ToR-to-Spine link during collective communica-

tion. With the failure handling scheme, Themis experiences

only 8% CCT degradation compared to the scenario with

no link failures (Figure 16a). Figure 16b shows the average

throughput over time of all uplink ports connecting the af-

fected ToR switch to spine switches. When the link failure

occurs, all flows are impacted and throughput drops dra-

matically. The failure handling scheme then quickly takes

effect to avoid continued use of the failed path, allowing

throughput to rapidly recover and remain stable.
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7 Discussion
Integrationwith upper-layer applications. Themis adopts

commodity RNICs that ensure in-order message notification

(CQE) even under out-of-order reception scenarios, meaning

that the CQE is delivered to the application only after all

preceding data has been successfully received [42, 56]. There-

fore, Themis is fully compatible with existing upper-layer

applications without requiring any header changes. Taking

NCCL as an example, NCCL supports packet spraying by

posting one or more RDMA Write operations that directly

push data into the destination node’s buffer, followed by

a zero-payload RDMA Write with immediate for comple-

tion notification [31]. Themis operates on the RDMA Write
packets without affecting the notification semantics of RDMA
Write with immediate, and does not spray packets from

other RDMA operations.

Last-hop loss. When data packets have completed queu-

ing at the destination ToR switch and are being sent to the

RNIC, they may still be lost due to data corruption or slow

receiver issues. In such cases, Themis cannot correctly val-

idate the corresponding NACKs as valid, and must rely on

timeouts as a backup mechanism for packet loss recovery.

However, since the last-hop distance is typically short, the

probability of data corruption is relatively low. Moreover,

we recommend enabling PFC on the ToR–RNIC link when

deploying Themis. This converts RNIC buffer overflows into

ToR congestion, and NACKs from such congestion losses

are what Themis can correctly classify and quickly recover

via selective repeat. Themis primarily focuses on recover-

ing from packet corruption on switch-to-switch links and
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Figure 16. Efficiency of failure handling scheme.

congestion-induced packet drops at switches, which occur

with higher probability.

Cases for false negatives/positives. For condition C1,

misclassification only occurs when there is last-hop loss. In

that case, Themis-D incorrectly classifies a valid NACK from

last-hop loss as invalid (false negative), forcing Themis to

rely on a timeout for recovery.

For condition C2, misclassification only occurs when fail-

ure handling is active. In that mode, some invalid NACKs

may be classified as valid (false positives). However, as dis-

cussed in §4.4, failure handling is path-granular and only

affects NACKs whose ePSN maps to the problematic path,

so overall performance remains robust as shown in §6.3.
Topology assumptions. Themis performs best in symmet-

ric topologies where all paths between a source-destination

pair have the same link capacity, which are common in prac-

tice. In clusters with heterogeneous link capacities across

paths, failure handling may be falsely triggered, leading to

false positive NACKs and reducing Themis’s benefits.

Themis on SmartNIC. While Themis is designed to ex-

ploit the capabilities of commodity programmable switches

to reconcile the gap between packet-level load balancing and

RNIC-SR, its key idea of PSN-based packet spraying can also

be implemented at the endpoint. However, widely deployed

SmartNICs [6, 7] cannot support per-packet path assignment

and NACK logic modification due to limited transport-layer

programmability. Although some emerging programmable

RNICs, such as AMD Pensando DPU [4], can support full

transport-layer programmability, they still require time for

large-scale deployment and performance stability validation.
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Tofino-family switches have been widely deployed in pro-

duction for years. Although Intel has stopped developing

new Tofino chips, it continues to sell and support existing

Tofino-family ASICs, and many cloud providers still oper-

ate large Tofino deployments in production [44]. Moreover,

other vendors continue to develop new P4 architectures [60].

Therefore, Themis on programmable switches is more gen-

eral and practical for widely deployed RNICs.

8 Related Work
In-network reordering. Conweave [50] reroutes flows

away from congested links, and uses destination-side ToR

switches to perform in-network reordering of packets when

performing rerouting. However, the in-network reordering

approach cannot support packet-level LB, as reordering pack-

ets from multiple paths exceeds the resource capacity of ToR

switches. Some works [28, 29, 32] use switches to select a

path for an arriving packet based on the queuing delay of the

last-arriving packet in the same flow. These methods attempt

to preserve packet order while achieving packet-level load

balancing. However, such approaches cannot guarantee that

packets always arrive in order.

Load balancing in datacenters. Some works [14, 34, 54]

propose flowlet-based LB to preserve packet order by trad-

ing off the granularity of load balancing. It relies on hosts

creating time gaps within flows to form flowlets. However,

RNICs, which use hardware-based rate pacing, cannot pro-

duce sufficiently large time gaps, rendering flowlet-based

approaches incompatible with RNICs.

Some works [53] propose software-based RDMA load bal-

ancing, which creates multiple backend QPs per user QP

and splits user-posted WQEs into smaller ones, posting them

to different backend QPs. However, splitting large WQEs

into packet-sized ones incurs non-negligible software over-

head, making fine-grained packet-level LB difficult to achieve.

Moreover, commodity RNICs have connection scalability

issues [56] due to limited on-chip SRAM. Maintaining mul-

tiple backend QPs per user QP increases per-connection

state and, at scale, can exceed the SRAM budget, leading

to performance degradation. Themis therefore focuses on a

hardware-offload design.

Other works [35, 40, 41, 48] propose new transport pro-

tocols to enable load balancing for RDMA networks. How-

ever, while cloud providers can develop custom ASICs incor-

porating these protocols, such specialized hardware is pre-

dominantly deployed for internal infrastructure rather than

offered as general-purpose commodities. Although FPGA-

based SmartNICs have seen adoption in some cloud environ-

ments [23], integrating and validating new transport pro-

tocols on these devices requires hardware developers with

domain expertise. Most AI training clusters continue to uti-

lize commodity RNICs [24, 30, 33, 46, 59] due to their proven

performance stability and commercial availability. Yet, these

widely deployed commodity RNICs and SmartNICs lack the

full transport-layer programmability to implement these pro-

tocols without hardware modifications (e.g., NVIDIA BF3

only allows programming of the CC portion of RDMA trans-

port [5]), making these transport protocols difficult to inte-

grate into existing clusters.

Packet coding. Some works [27, 52] propose packet coding

techniques, where the sender transmits random linear com-

binations of packets with controlled redundancy to tolerate

packet loss without stalling the flow. However, these designs

require adding a network-coding layer below the transport

layer. This is difficult to achieve with commodity RNICs,

where the transport layer is offloaded to hardware, making

it infeasible to add the network-coding layer underneath.

9 Conclusion
Themis is a middleware deployed on ToR switches that ap-

plies PSN-based packet spraying at the source ToR switch

while identifying and blocking invalid NACKs at the destina-

tion ToR switch. By avoiding the performance degradation

caused by invalid NACKs while preserving fast packet loss

recovery capability, Themis enables efficient packet spraying

with commodity RNICs. Evaluation results show its superior

performance over existing schemes.
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(a) Start pointer at first half.

(b) Start pointer at second half.

Figure 17. Illustration of double-length variable base bitmap.

Appendix
A Maintaining bitmap.
To eliminate the need to clear used bits in a ring-based

bitmap, we adopt a double-length variable base bitmap solu-

tion. As illustrated in Figure 17, the entire bitmap is divided

into two halves: the first half and the second half, with each

half sized to match the sender’s maximum transmission win-

dow. Each half maintains its own base bit. When the base bit

is 0, a bit value of 0 indicates that the corresponding packet

has not been received, while 1 indicates successful packet

reception. When the base bit is 1, the semantics are reversed.

Upon packet arrival, Themis-D updates the corresponding

bit position based on the base bit of the respective half. When

a NACK arrives, Themis checks the corresponding bit and

compares it with the base bit to determinewhether the packet

has been received. Upon receiving an ACK, Themis-D up-

dates the start pointer (ePSN). If the start pointer moves from

one half to another—for example, from the first half shown

in Figure 17a to the second half shown in Figure 17b—Themis

flips the base bit of the first half, thereby enabling reuse of

the first half to track packet reception status.

B Switch Memory Overhead.

Table 2. Symbols and reference values used in the analysis.

Symbol Description Ref Value
𝑁paths Number of paths per QP 128

𝑁NIC NICs per ToR switch 16

𝑁QP Cross-rack QPs per RNIC 512

𝑁TX window TX window size 512

Themis-S. The memory consumption of Themis-S includes

storing the PathMap and per-QP states. The PathMap con-

sists of 𝑁paths entries, and each entry requires 16 bits to store

the Δ(UDP source port), where𝑀PathMap = 𝑁paths × 2 bytes.
Table 3 shows the per-QP memory overhead for Themis-S

when using the reference values from Table 2.

Table 3. Per-QP memory overhead for Themis-S.

Component Size (Bytes)
recved_nack_psn 4

path_adaptive_count 128 × 4 = 512

Total 516

Themis-D. Themis-D only operates on cross-rack QPs be-

tween RNICs connected to different ToR switches. Table 4

shows the per-QP memory overhead for Themis-D when

using the reference values from Table 2. Note that the bitmap

array size is determined by the TX window size, requiring

𝑁TX window × 2/8 = 128 bytes to track packet delivery status

using a double-length bitmap.

Table 4. Per-QP memory overhead for Themis-D.

Component Size (Bytes)
bitmap_array 128

epsn_array 4

base_first_half 1

base_second_half 1

path_psn_max_array 128 × 4 = 512

stashed_nack_psn 4

stashed_nack_valid 1

stash_nack_path_id 4

stash_nack_qpn 4

stash_nack_egress_port 2

Total 661

The total memory overhead for a ToR switch connected to

𝑁NIC RNICs, each hosting 𝑁QP cross-rack QPs, is given by:

𝑀total = 𝑀PathMap + (𝑀QP-S +𝑀QP-D) × 𝑁QP × 𝑁NIC (5)

where 𝑀QP-S and 𝑀QP-D are the per-QP memory overhead

for Themis-S and Themis-D respectively, corresponding to

the total values from Tables 3 and 4 (516 bytes and 661 bytes).

Using the reference values from Table 2, the total memory

overhead is approximately 9.7 MB. A Tofino2 switch provides

four pipelines, eachwith 20 stages, where each stage contains

80 pages of 1K entries with 128-bit RAMs. These RAMs are

dedicated to packet processing logic and are independent

of the buffer memory used for packet queuing. Therefore,

Themis’s memory overhead is reasonable and does not affect

the switch’s packet buffering capacity.

It is important to note that Themis only operates on cross-

rack QPs, which limits the number of QPs that need to be

tracked. In AI training workloads, the number of QPs per

GPU is typically constrained. A recent study [24] shows that

the average number of QPs per GPU for operations such as

AllReduce, AllGather, ReduceScatter, and AllToAll is 4, 4, 4,

and 10, respectively. Therefore, supporting 512 cross-rack

QPs per RNIC is sufficient for most practical scenarios.
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